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ɺʉʊʋʇ 

ʄʝʪʦʶ ʚʠʢʣʘʜʘʥʥʷ ʜʠʩʮʠʧʣʽʥʠ çʂʦʤʧôʶʪʝʨʥʽ ʤʝʨʝʞʽè ʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʩʪʫ-

ʜʝʥʪʘʤ ʟʥʘʥʴ ʟ ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʧʨʠʥʮʠʧʽʚ ʧʦʙʫʜʦʚʠ ʩʫʯʘʩʥʠʭ ʣʦʢʘʣʴʥʠʭ ʪʘ ʛʣʦʙʘ-

ʣʴʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤ 

ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʘʚʪʦʤʘʪʠʢʠ, ʘ ʪʘʢʦʞ ʨʦʟʚʠʪʢʫ ʫ ʩʪʫʜʝʥʪʽʚ ʥʘʚʠʯʦʢ ʜʦ ʩʘʤʦʩʪʽʡʥʦʾ 

ʨʦʟʨʦʙʢʠ ʟʘʩʦʙʽʚ ʧʝʨʝʜʘʯʽ ʪʘ ʦʙʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʾ. 

ɼʠʩʮʠʧʣʽʥʘ çʂʦʤʧôʶʪʝʨʥʽ ʤʝʨʝʞʽè ʵ ʜʠʩʮʠʧʣʽʥʦʶ ʟʘ ʚʠʙʦʨʦʤ ʥʘʚʯʘʣʴʥʦʛʦ 

ʟʘʢʣʘʜʫ, ʚʭʦʜʠʪʴ ʜʦ ʧʣʘʥʫ ʧʽʜʛʦʪʦʚʢʠ ʙʘʢʘʣʘʚʨʽʚ ʟ ʚʽʜʧʦʚʽʜʥʦʛʦ ʥʘʧʨʷʤʫ ʪʘ ʛʨʘʻ 

ʚʘʞʣʠʚʫ ʨʦʣʴ ʫ ʬʘʭʦʚʽʡ ʧʽʜʛʦʪʦʚʮʽ ʙʘʢʘʣʘʚʨʽʚ, ʬʘʭʽʚʮʽʚ ʪʘ ʤʘʛʽʩʪʨʽʚ. 

ɼʠʩʮʠʧʣʽʥʘ çʂʦʤʧôʶʪʝʨʥʽ ʤʝʨʝʞʽè ʚʭʦʜʠʪʴ ʜʦ ʩʢʣʘʜʫ ʢʦʤʧʣʝʢʩʫ ʥʘʩʢʨʽʟʥʦʾ 

ʧʽʜʛʦʪʦʚʢʠ ʬʘʭʽʚʮʽʚ ʟ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ ʽ ʘʚʪʦʤʘʪʠʢʠ ʚ ʛʘʣʫʟʽ ʩʠʩʪʝʤ ʪʘ ʤʝʨʝʞ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʪʘ ʤʝʨʝʞ. 

ɼʠʩʮʠʧʣʽʥʘ ʙʘʟʫʻʪʴʩʷ ʥʘ ʪʘʢʠʭ ʟʘʙʝʟʧʝʯʫʶʯʠʭ ʜʠʩʮʠʧʣʽʥʘʭ: çɺʠʱʘ ʤʘʪʝʤʘ-

ʪʠʢʘè, çʉʧʝʮʨʦʟʜʽʣʠ ʤʘʪʝʤʘʪʠʢʠè, çʊʝʦʨʽʷ ʡʤʦʚʽʨʥʦʩʪʝʡ ʪʘ ʤʘʪʝʤʘʪʠʯʥʘ ʩʪʘʪʠʩ-

ʪʠʢʘè, çɸʣʛʦʨʠʪʤʽʯʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷè, çʆʙôʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷè. 

ʎʷ ʜʠʩʮʠʧʣʽʥʘ ʟʘʙʝʟʧʝʯʫʻ ʟʘʩʚʦʻʥʥʷ ʩʪʫʜʝʥʪʘʤʠ ʥʘʩʪʫʧʥʠʭ ʜʠʩʮʠʧʣʽʥ ʙʘʢʘ-

ʣʘʚʨʘʪʫ: çʊʝʦʨʽʷ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʢʦʜʫʚʘʥʥʷè, çʆʩʥʦʚʠ ʪʝʦʨʽʾ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʧʨʦʮʝ-

ʩʽʚè, çʎʠʬʨʦʚʘ ʦʙʨʦʙʢʘ ʩʠʛʥʘʣʽʚ ʪʘ ʟʦʙʨʘʞʝʥʴè, çʆʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠè, çʉʠʩʪʝʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʙʘʟʘʤʠ ʜʘʥʠʭè, çʉʠʩʪʝʤʠ ʪʘ ʤʝʨʝʞʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭè, çɿʘʭʠʩʪ ʽʥʬʦʨ-

ʤʘʮʽʾ ʪʘ ʢʦʤʧôʶʪʝʨʥʘ ʢʨʠʧʪʦʛʨʘʬʽʷè, çʂʦʤʧôʶʪʝʨʥʘ ʝʣʝʢʪʨʦʥʽʢʘè. ʎʝʡ ʢʫʨʩ ʟʘ-

ʙʝʟʧʝʯʫʻ ʟʘʩʚʦʻʥʥʷ ʩʪʫʜʝʥʪʘʤʠ ʥʘʩʪʫʧʥʠʭ ʜʠʩʮʠʧʣʽʥ ʩʧʝʮʽʘʣʴʥʦʩʪʽ ʪʘ ʩʧʝʮʽʘʣʽʟʘ-

ʮʽʾ: çʇʨʦʛʨʘʤʥʦ ʘʧʘʨʘʪʥʽ ʟʘʩʦʙʠ ʙʝʟʜʨʦʪʦʚʦʛʦ ʟʚôʷʟʢʫè, çʊʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩ-

ʪʝʤʠ ʪʘ ʤʝʨʝʞʽè, çʋʧʨʘʚʣʽʥʥʷ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞʘʭè, çʇʨʦʝʢʪʫʚʘʥʥʷ ʪʘ 

ʤʦʜʝʣʶʚʘʥʥʷ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞè. ʎʝʡ ʢʫʨʩ ʪʘʢʦʞ ʟʘʙʝʟʧʝʯʫʻ ʟʘʩʚʦʻʥʥʷ ʩʪʫʜʝ-

ʥʪʘʤʠ ʪʘʢʠʭ ʜʠʩʮʠʧʣʽʥ ʤʘʛʽʩʪʝʨʩʴʢʦʾ ʧʽʜʛʦʪʦʚʢʠ: çʅʘʜʽʡʥʽʩʪʴ ʪʘ ʙʝʟʧʝʢʘ ʽʥʬʦʨʤʘ-

ʮʽʡʥʠʭ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʫʧʨʘʚʣʷʶʯʠʭ ʩʠʩʪʝʤ ʪʘ ʤʝʨʝʞè, çʄʝʪʦʜʠ ʪʘ ʟʘʩʦʙʠ ʧʽʜ-

ʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʧʝʨʝʜʘʯʽ ʪʘ ʦʙʨʦʙʢʠ ʽʥʬʦʨʤʘʮʽʾè. ʎʷ ʜʠʩʮʠʧʣʽʥʘ ʩʧʨʠʷʻ 

ʨʦʟʫʤʽʥʥʶ ʪʘ ʟʘʩʚʦʻʥʥʶ ʩʪʫʜʝʥʪʘʤʠ ʙʘʛʘʪʴʦʭ ʘʩʧʝʢʪʽʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʦʤʧ'ʶʪʝ-

ʨʥʠʭ ʪʘ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʪʘ ʤʝʨʝʞ, ʧʨʦʮʝʩʽʚ ʟʙʦʨʫ ʪʘ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨ-

ʤʘʮʽʾ  ʚ  ʩʠʩʪʝʤʘʭ ʫʧʨʘʚʣʽʥʥʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʽ ʚʠʚʯʝʥʥʷ ʜʠʩʮʠʧʣʽʥʠ ʩʪʫʜʝʥʪʠ ʧʦʚʠʥʥʽ ʟʥʘʪʠ ʘʨʭʽʪʝʢʪʫʨʫ ʪʘ 

ʧʨʠʥʮʠʧʠ ʧʦʙʫʜʦʚʽ ʣʦʢʘʣʴʥʠʭ ʽ ʛʣʦʙʘʣʴʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞ, ʚʤʽʪʠ ʚʠʟʥʘʯʘ-

ʪʠ ʟʘʩʦʙʽ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʦʙʤʽʥʫ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ ʨʦʟʧʦʜʽʣʝʥʠʭ 

ʟʘʩʪʦʩʫʚʘʥʴ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ. 
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ɿɸɻɸʃʔʅɯ ʄɽʊʆɼʀʏʅɯ ɺʂɸɿɯɺʂʀ 

ʄʝʪʦʜʠʯʥʽ ʚʢʘʟʽʚʢʠ ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʣʘʙʦʨʘʪʦʨʥʠʭ ʨʦʙʽʪ ʟ ʜʠʩʮʠ-

ʧʣʽʥʠ çʂʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽè. ɺʦʥʠ ʩʢʣʘʜʘʶʪʴʩʷ ʟ ʰʝʩʪʠ ʪʝʤ, ʜʝ ʟʥʘʭʦʜʷʪʴʩʷ ʚʢʘ-

ʟʽʚʢʠ ʧʦ ʚʠʚʯʝʥʥʶ ʮʽʻʾ ʪʝʤʠ, ʩʠʩʪʝʤʘʪʠʟʦʚʘʥʽ ʪʝʦʨʝʪʠʯʥʽ ʤʘʪʝʨʽʘʣʠ, ʧʨʠʢʣʘʜʠ ʨʝ-

ʘʣʽʟʘʮʽʾ, ʤʝʪʦʜʠʢʠ ʨʦʟʨʘʭʫʥʢʫ ʪʘ ʨʝʢʦʤʝʥʜʦʚʘʥʘ ʣʽʪʝʨʘʪʫʨʘ. 

ʇʝʨʝʜ ʧʦʯʘʪʢʦʤ ʚʠʢʦʥʘʥʥʷ ʢʦʞʥʦʾ ʣʘʙʦʨʘʪʦʨʥʦʾ ʨʦʙʦʪʠ ʩʪʫʜʝʥʪʠ ʤʘʶʪʴ ʩʘ-

ʤʦʩʪʽʡʥʦ (ʜʦ ʧʦʯʘʪʢʫ ʟʘʥʷʪʴ) ʦʟʥʘʡʦʤʠʪʠʩʴ ʟ ʤʝʪʦʜʠʯʥʠʤʠ ʨʝʢʦʤʝʥʜʘʮʽʷʤʠ ʥʘ 

ʧʦʪʦʯʥʫ ʨʦʙʦʪʫ, ʟʘʩʚʦʾʪʠ ʤʘʪʝʤʘʪʠʯʥʠʡ ʘʧʘʨʘʪ, ʧʣʘʥ ʚʠʢʦʥʘʥʥʷ ʪʘ ʩʚʽʡ ʚʘʨʽʘʥʪ ʜʦ 

ʮʽ̒ʾ  ʨʦʙʦʪʠ. 

ʂʦʞʥʘ ʣʘʙʦʨʘʪʦʨʥʘ ʨʦʙʦʪʘ ʦʬʦʨʤʣʷʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʟʚʽʪʫ. 

ɿʚʽʪ ʧʦ ʨʦʙʦʪʽ ʬʦʨʤʫʣʶʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʧʨʦʪʦʢʦʣʫ, ʷʢʠʡ ʚʝʜʝʪʴʩʷ ʧʽʜ ʯʘʩ ʚʠ-

ʢʦʥʘʥʥʷ ʨʦʙʦʪʠ ʪʘ ʨʝʟʫʣʴʪʘʪʽʚ ʜʦʤʘʰʥʴʦʾ (ʪʝʦʨʝʪʠʯʥʦʾ, ʤʘʪʝʤʘʪʠʯʥʦʾ) ʧʽʜʛʦʪʦʚʢʠ. 

ɿʚʽʪ ʧʦʚʠʥʝʥ ʤʽʩʪʠʪʠ ʥʘʩʪʫʧʥʽ ʨʦʟʜʽʣʠ: 

ï ʩʪʘʥʜʘʨʪʥʠʡ ʪʠʪʫʣʴʥʠʡ ʣʠʩʪ (ʽʟ ʥʘʟʚʘʤʠ: ɺʋɿʫ, ʬʘʢʫʣʴʪʝʪʫ, ʢʘʬʝʜʨʠ; ʪʝ-

ʤʦʶ ʪʘ ʥʦʤʝʨʦʤ ʧʦʪʦʯʥʦʾ ʨʦʙʦʪʠ; ʥʦʤʝʨʦʤ ʛʨʫʧʠ ʪʘ ʇ.ɯ.ɹ. ʚʠʢʦʥʘʚʮʷ; 

ʇ.ɯ.ɹ. ʚʠʢʣʘʜʘʯʘ, ʱʦ ʧʝʨʝʚʽʨʪ̫ʠʤʝ ʨʦʙʦʪʫ); 

ï ʥʘʟʚʘ ʪʘ ʤʝʪʘ ʨʦʙʦʪʠ; 

ï ʟʘʚʜʘʥʥʷ ʜʦ ʨʦʙʦʪʠ;  

ï ʪʝʟʠ ʪʝʦʨʝʪʠʯʥʠʭ ʚʽʜʦʤʦʩʪʝʡ (ʚʠʟʥʘʯʝʥʥʷ); 

ï ʨʝʟʫʣʴʪʘʪʠ ʚʠʢʦʥʘʥʥʷ ʨʦʙʦʪʠ; 

ï ʦʙʦʚ'ʷʟʢʦʚʦ ʚʠʩʥʦʚʢʠ ʧʨʦ ʨʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʴ. 
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ɿɸɻɸʃʔʅɯ ɺɯɼʆʄʆʉʊɯ 

ʂʦʤʫʥʽʢʘʮʽʡʥʘ ʤʝʨʝʞʘ ð ʩʠʩʪʝʤʘ ʬʽʟʠʯʥʠʭ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ ʽ ʢʦʤʫʪʘʮʽʡʥʦʛʦ 

ʫʩʪʘʪʢʫʚʘʥʥʷ, ʱʦ ʨʝʘʣʽʟʦʚʫʻ ʪʦʡ ʘʙʦ ʽʥʰʠʡ ʥʠʟʴʢʦʨʽʚʥʝʚʠʡ ʧʨʦʪʦʢʦʣ ʧʝʨʝʜʘʯʽ ʜʘ-

ʥʠʭ. 

ɯʩʥʫʶʪʴ ʧʨʦʚʽʜʥʽ, ʙʝʟʧʨʦʚʽʜʥʽ (ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʨʘʜʽʦʭʚʠʣʽ) ʽ ʚʦʣʦʢʦʥʥʦ-

ʦʧʪʠʯʥʽ ʢʘʥʘʣʠ ʟʚ'ʷʟʢʫ. ɿʘ ʪʠʧʦʤ ʩʠʛʥʘʣʫ ʚʠʜʽʣʷʶʪʴ ʮʠʬʨʦʚʽ ʽ ʘʥʘʣʦʛʦʚʽ ʤʝʨʝʞʽ. 

ʇʨʠʟʥʘʯʝʥʥʷʤ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʻ ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ ʟ ʤʽʥʽʤʘʣʴʥʦʶ ʢʽʣʴʢʽʩʪʶ 

ʧʦʤʠʣʦʢ ʽ ʩʧʦʪʚʦʨʝʥʴ. ʅʘ ʦʩʥʦʚʽ ʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʤʝʨʝʞʽ ʤʦʞʝ ʙʫʜʫʚʘʪʠʩʷ ʽʥʬʦʨ-

ʤʘʮʽʡʥʘ ʤʝʨʝʞʘ, ʥʘʧʨʠʢʣʘʜ ʥʘ ʦʩʥʦʚʽ ʤʝʨʝʞ Ethernet ʷʢ ʧʨʘʚʠʣʦ ʙʫʜʫʶʪʴʩʷ ʤʝʨʝ-

ʞʽ Tʉʈ/ɯʈ, ʷʢʽ ʫ ʩʚʦʶ ʯʝʨʛʫ ʫʪʚʦʨʶʶʪʴ ʛʣʦʙʘʣʴʥʫ ʤʝʨʝʞʫ ɯʥʪʝʨʥʝʪ. ʇʨʠʢʣʘʜʘʤʠ 

ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʻ: 

ʢʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽ, 

ʪʝʣʝʬʦʥʥʽ ʤʝʨʝʞʽ, 

ʤʝʨʝʞʽ ʩʪʽʣʴʥʠʢʦʚʦʛʦ ʟʚ'ʷʟʢʫ, 

ʤʝʨʝʞʽ ʢʘʙʝʣʴʥʦʛʦ ʪʝʣʝʙʘʯʝʥʥʷ. 

ʂʦʤʫʥʽʢʘʮʽʡʥʘ ʤʝʨʝʞʘ ʦʧʠʩʫʻʪʴʩʷ ʩʫʢʫʧʥʽʩʪʶ ʚʫʟʣʽʚ ʪʘ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ, ʷʢʽ 

ʾʭ ʩʧʦʣʫʯʘʶʪʴ. ɺʫʟʣʠ ʤʝʨʝʞ ʟʘʙʝʟʧʝʯʫʶʪʴ ʦʧʨʘʮʶʚʘʥʥʷ ʪʘ ʟʙʝʨʝʞʝʥʥʷ ʜʘʥʠʭ, ʪʘ-

ʢʦʞ ʾʭʥʽ ʢʦʤʫʪʘʮʽʾ. 

ʂʦʤʧ'ʶʪʝʨʥʘ ʤʝʨʝʞʘ ð ʩʠʩʪʝʤʘ ʟʚ'ʷʟʢʫ ʤʽʞ ʜʚʦʤʘ ʯʠ ʙʽʣʴʰʝ ʢʦʤʧ'ʶʪʝʨʘʤʠ. 

ʋ ʰʠʨʰʦʤʫ ʨʦʟʫʤʽʥʥʽ ʢʦʤʧ'ʶʪʝʨʥʘ ʤʝʨʝʞʘ (ʂʄ) ð ʮʝ ʩʠʩʪʝʤʘ ʟʚ'ʷʟʢʫ ʯʝʨʝʟ ʢʘ-

ʙʝʣʴʥʝ ʯʠ ʧʦʚʽʪʨʷʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʩʘʤʽ ʢʦʤʧ'ʶʪʝʨʠ ʨʽʟʥʦʛʦ ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ ʧʨʠʟ-

ʥʘʯʝʥʥʷ ʽ ʤʝʨʝʞʝʚʝ ʦʙʣʘʜʥʘʥʥʷ. ɼʣʷ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘ-

ʥʽ ʨʽʟʥʽ ʬʽʟʠʯʥʽ ʷʚʠʱʘ, ʷʢ ʧʨʘʚʠʣʦ ð ʨʽʟʥʽ ʚʠʜʠ ʝʣʝʢʪʨʠʯʥʠʭ ʩʠʛʥʘʣʽʚ ʯʠ ʝʣʝʢʪʨʦ-

ʤʘʛʥʽʪʥʦʛʦ ʚʠʧʨʦʤʽʥʶʚʘʥʥʷ. ʉʝʨʝʜʦʚʠʱʘʤʠ ʧʝʨʝʜʘʚʘʥʥʷ ʫ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝ-

ʞʘʭ ʤʦʞʫʪʴ ʙʫʪʠ ʪʝʣʝʬʦʥʥʽ ʢʘʙʝʣʽ, ʪʘ ʩʧʝʮʽʘʣʴʥʽ ʤʝʨʝʞʝʚʽ ʢʘʙʝʣʽ: ʢʦʘʢʩʽʘʣʴʥʽ ʢʘ-

ʙʝʣʽ, ʚʠʪʽ ʧʘʨʠ, ʚʦʣʦʢʦʥʥʦ-ʦʧʪʠʯʥʽ ʢʘʙʝʣʽ, ʨʘʜʽʦʭʚʠʣʽ, ʩʚʽʪʣʦʚʽ ʩʠʛʥʘʣʠ. 

ʄʝʨʝʞʝʚʘ ʤʦʜʝʣʴ OSI (ʙʘʟʦʚʘ ʝʪʘʣʦʥʥʘ ʤʦʜʝʣʴ ʚʟʘʻʤʦʜʽʾ ʚʽʜʢʨʠʪʠʭ ʩʠʩʪʝʤ, 

ʘʥʛʣ. Open Systems Interconnection Basic Reference Model, 1978 ʨ.) ð ʘʙʩʪʨʘʢʪʥʘ 

ʤʝʨʝʞʝʚʘ ʤʦʜʝʣʴ ʜʣʷ ʢʦʤʫʥʽʢʘʮʽʡ ʽ ʨʦʟʨʦʙʢʠ ʤʝʨʝʞʝʚʠʭ ʧʨʦʪʦʢʦʣʽʚ. 

ɹʫʜʴ-ʷʢʠʡ ʧʨʦʪʦʢʦʣ ʤʦʜʝʣʽ OSI ʧʦʚʠʥʝʥ ʚʟʘʻʤʦʜʽʷʪʠ ʘʙʦ ʟ ʧʨʦʪʦʢʦʣʘʤʠ 

ʩʚʦʛʦ ʨʽʚʥʷ, ʘʙʦ ʟ ʧʨʦʪʦʢʦʣʘʤʠ ʥʘ ʦʜʠʥʠʮʶ ʚʠʱʝ ʘʙʦ ʥʠʞʯʝ ʟʘ ʩʚʽʡ ʨʽʚʝʥʴ. ɺʟʘʻ-

ʤʦʜʽʾ ʟ ʧʨʦʪʦʢʦʣʘʤʠ ʩʚʦʛʦ ʨʽʚʥʷ ʥʘʟʠʚʘʶʪʴʩʷ ʛʦʨʠʟʦʥʪʘʣʴʥʠʤʠ, ʘ ʟ ʨʽʚʥʷʤʠ ʥʘ 

ʦʜʠʥʠʮʶ ʚʠʱʝ ʘʙʦ ʥʠʞʯʝ ð ʚʝʨʪʠʢʘʣʴʥʠʤʠ. ɹʫʜʴ-ʷʢʠʡ ʧʨʦʪʦʢʦʣ ʤʦʜʝʣʽ OSI ʤʦ-

ʞʝ ʚʠʢʦʥʫʚʘʪʠ ʣʠʰʝ ʬʫʥʢʮʽʾ ʩʚʦʛʦ ʨʽʚʥʷ ʽ ʥʝ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ ʬʫʥʢʮʽʡ ʽʥʰʦʛʦ 

ʨʽʚʥʷ, ʱʦ ʥʝ ʚʠʢʦʥʫʻʪʴʩʷ ʚ ʧʨʦʪʦʢʦʣʘʭ ʘʣʴʪʝʨʥʘʪʠʚʥʠʭ ʤʦʜʝʣʝʡ. 
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ʃɸɹʆʈɸʊʆʈʅɸ ʈʆɹʆʊɸ ˉ1 

ʊʆʇʆʃʆɻɯɰ ʄɽʈɽɾ, ʆʉɺʆɭʅʅʗ PACKET TRACER 

ʄʝʪʘ: ʆʟʥʘʡʦʤʠʪʠʩʷ ʟ ʪʦʧʦʣʦʛʽʷʤʠ ʽ ʩʪʨʫʢʪʫʨʦʶ ʤʘʣʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝ-

ʨʝʞ. ɼʦʩʣʽʜʠʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ TCP/IP ʧʨʦʪʦʢʦʣʽʚ ʪʘ ʤʦʜʝʣʽ OSI. ɿʘʩʚʦʾʪʠ ʚʠʢʦʨʠʩ-

ʪʘʥʥʷ Packet Tracer ʜʣʷ ʧʝʨʝʛʣʷʜʫ Protocol Data Units (PDU). 

ʂʦʨʦʪʢʽ ʪʝʦʨʝʪʠʯʥʽ ʚʽʜʦʤʦʩʪʽ 

Cisco Packet Tracer (PT) ï ʝʤʫʣʷʪʦʨ ʤʝʨʝʞʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʱʦ ʚʠʧʫʩʢʘʻʪʴʩʷ 

ʬʽʨʤʦʶ Cisco Systems. ɼʦʟʚʦʣʷʻ ʨʦʙʠʪʠ ʧʨʘʮʝʟʜʘʪʥʽ ʤʦʜʝʣʽ ʤʝʨʝʞʽ, ʥʘʣʘʰʪʦʚʫʚʘ-

ʪʠ (ʢʦʤʘʥʜʘʤʠ Cisco IOS), ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ ʽ ʢʦʤʫʪʘʪʦʨʠ, ʚʟʘʻʤʦʜʽʷʪʠ ʤʽʞ ʜʝʢʽʣʴ-

ʢʦʤʘ ʢʦʨʠʩʪʫʚʘʯʘʤʠ (ʯʝʨʝʟ ʭʤʘʨʫ). ɺʢʣʶʯʘʻ ʚ ʩʝʙʝ ʩʝʨʽʾ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ Cisco 

1800, 2600, 2800 ʽ ʢʦʤʫʪʘʪʦʨʽʚ 2950, 2960, 3650. ʂʨʽʤ ʪʦʛʦ ʻ ʩʝʨʚʝʨʠ DHCP, HTTP, 

TFTP, FTP, ʨʦʙʦʯʽ ʩʪʘʥʮʽʾ, ʨʽʟʥʽ ʤʦʜʫʣʽ ʜʦ ʢʦʤʧ'ʶʪʝʨʽʚ ʽ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ, ʧʨʠ-

ʩʪʨʦʾ Wi-Fi, ʨʽʟʥʽ ʢʘʙʝʣʽ. 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ ï ʝʣʝʢʪʨʦʥʥʠʡ ʧʨʠʩʪʨʽʡ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʦʻʜ-

ʥʘʥʥʷ ʜʚʦʭ ʘʙʦ ʙʽʣʴʰʝ ʤʝʨʝʞ ʽ ʢʝʨʫʻ ʧʨʦʮʝʩʦʤ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʪʦʙʪʦ ʥʘ ʧʽʜʩʪʘʚʽ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʪʦʧʦʣʦʛʽʶ ʤʝʨʝʞʽ ʪʘ ʧʝʚʥʠʭ ʧʨʘʚʠʣ ʧʨʠʡʤʘʻ ʨʽʰʝʥʥʷ ʧʨʦ ʧʝʨʝʩʠ-

ʣʘʥʥʷ ʧʘʢʝʪʽʚ ʤʝʨʝʞʝʚʦʛʦ ʨʽʚʥʷ (ʨʽʚʝʥʴ 3 ʤʦʜʝʣʽ OSI) ʤʽʞ ʨʽʟʥʠʤʠ ʩʝʛʤʝʥʪʘʤʠ 

ʤʝʨʝʞʽ. 

ʄʝʨʝʞʝʚʠʡ ʢʦʤʫʪʘʪʦʨ ʘʙʦ ʩʚʽʯ ï ʧʨʠʩʪʨʽʡ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʟ'ʻʜʥʘʥʥʷ ʜʝʢʽ-

ʣʴʢʦʭ ʚʫʟʣʽʚ ʢʦʤʧ'ʶʪʝʨʥʦʾ ʤʝʨʝʞʽ ʚ ʤʝʞʘʭ ʦʜʥʦʛʦ ʩʝʛʤʝʥʪʘ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʦʥʮʝ-

ʥʪʨʘʪʦʨʘ, ʱʦ ʧʦʰʠʨʶʻ ʪʨʘʬʽʢ ʚʽʜ ʦʜʥʦʛʦ ʧʽʜʽʤʢʥʝʥʦʛʦ ʧʨʠʩʪʨʦʶ ʜʦ ʚʩʽʭ ʽʥʰʠʭ, 

ʢʦʤʫʪʘʪʦʨ ʧʝʨʝʜʘʻ ʜʘʥʽ ʪʽʣʴʢʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʦʪʨʠʤʫʚʘʯʫ. ʎʝ ʧʽʜʚʠʱʫʻ ʧʨʦʜʫʢʪʠ-

ʚʥʽʩʪʴ ʽ ʙʝʟʧʝʢʫ ʤʝʨʝʞʽ, ʨʷʪʫʶʯʠ ʽʥʰʽ ʩʝʛʤʝʥʪʠ ʤʝʨʝʞʽ ʚʽʜ ʥʝʦʙʭʽʜʥʦʩʪʽ (ʽ ʤʦʞʣʠ-

ʚʦʩʪʽ) ʦʙʨʦʙʣʷʪʠ ʜʘʥʽ, ʷʢʽ ʾʤ ʥʝ ʧʨʠʟʥʘʯʘʣʠʩʷ. 

ʇʦʨʷʜʦʢ ʚʠʢʦʥʘʥʥʷ ʨʦʙʦʪʠ 

ɺʽʜʢʨʠʚʰʠ ʬʘʡʣ ʟ ʨʦʟʰʠʨʝʥʥʷʤ .pka ʙʘʯʠʤʦ ʚʽʢʥʦ ʟ ʩʭʝʤʦʶ ʟʘʚʜʘʥʥʷ 

(ʈʠʩ. 1). ʇʦʪʨʽʙʥʦ ʧʽʜʢʣʶʯʠʪʠ ʚʩʽ ʧʨʠʩʪʨʦʾ ʟʦʙʨʘʞʝʥʽ ʥʘ ʤʘʣʶʥʢʫ. PC1-1 ʪʘ 

SRV1-1 ʜʦ S1, S1 ʜʦ R1, R1 ʜʦ R2, PC2-1 ʪʘ PC2-2 ʜʦ S2, S2 ʜʦ R2. ʊʨʝʙʘ 
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ʧʘʤôʷʪʘʪʠ, ʱʦ ʢʦʞʝʥ ʪʠʧ ʽʥʪʝʨʬʝʡʩʫ ʟôʻʜʥʫʻʪʴʩʷ ʨʽʟʥʠʤ ʪʠʧʦʤ ʢʘʙʝʣʶ. ʂʦʣʠ ʚʩʝ 

ʚʽʨʥʦ ʧʽʜʢʣʶʯʠʤʦ, ʪʦ ʽʥʪʝʨʬʝʡʩʠ ʟʘʩʚʽʪʷʪʴʩʷ ʟʝʣʝʥʠʤ ʢʦʣʴʦʨʦʤ (ʈʠʩ. 2). 

 

ʈʠʩʫʥʦʢ 1  

 

ʈʠʩʫʥʦʢ 2  
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ʇʠʪʘʥʥʷ ʜʣʷ ʩʘʤʦʧʝʨʝʚʽʨʢʠ 

1. ʗʢʽ ʙʫʚʘʶʪʴ ʪʠʧʠ ʽʥʪʝʨʬʝʡʩʽʚ (ʾʭ ʚʽʜʤʽʥʥʦʩʪʽ)? 

2. ʗʢʽ ʧʨʠʩʪʨʦʾ ʷʢʠʤ ʪʠʧʦʤ ʢʘʙʝʣʶ ʪʨʝʙʘ ʧʽʜʢʣʶʯʘʪʠ (ʧʨʷʤʠʡ, ʧʝʨʝʭʨʝ-

ʩʥʠʡ)? 

3. ʑʦ ʪʘʢʝ PDU ʠ ʷʢ ʡʦʛʦ ʧʝʨʝʛʣʷʥʫʪʠ? 

4. ʗʢ ʟʨʦʙʠʪʠ ʤʝʨʝʞʫ ʪʠʧʫ çʂʣʽʻʥʪ ï ʢʣʽʻʥʪè? 

5. ɼʣʷ ʯʦʛʦ ʧʦʪʨʽʙʥʘ ʢʦʤʘʥʜʘ ping, ʪʘ ʥʘ ʷʢʦʤʫ ʨʽʚʥʽ OSI ʚʦʥʘ ʧʨʘʮʶʻ? 

6. ʗʢ ʚ PT ʚʠʢʦʥʘʪʠ ʟʘʧʠʪ ʥʘ ʢʣʽʻʥʪʽ ʚ ɺʝʙ ï ʙʨʘʫʟʝʨʽ?  

7. ʑʦ ʪʘʢʝ IP ï ʘʜʨʝʩʘ ʪʘ ʤʝʨʝʞʝʚʘ ʤʘʩʢʘ? ɼʣʷ ʯʦʛʦ ʧʦʪʨʽʙʥʽ? 

8. ʑʦ ʪʘʢʝ çRealtime Modeè ʪʘ çSimulation Modeè ʚ PT? 
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ʃɸɹʆʈɸʊʆʈʅɸ ʈʆɹʆʊɸ ˉ2 

ʂʆʄɸʅɼʀ IOS ʊɸ ʊɽʉʊʋɺɸʅʅʗ ʄɽʈɽɾɯ ɿɸ ɼʆʇʆʄʆɻʆʖ ʅʀʍ 

ʄʝʪʘ: ʅʘʚʯʠʪʠʩʷ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʢʦʤʘʥʜʘʤʠ IOS ʪʘ ʟʥʘʭʦʜʠʪʠ ʧʦʤʠʣʢʠ ʚ 

ʢʦʥʬʽʛʫʨʘʮʽʾ ʤʝʨʝʞʝʚʠʭ ʧʨʠʩʪʨʦʾʚ. 

ʂʦʨʦʪʢʽ ʪʝʦʨʝʪʠʯʥʽ ʚʽʜʦʤʦʩʪʽ 

Cisco IOS (Internetwork Operating System ï ʄʽʞʤʝʨʝʞʝʚʘ ʆʧʝʨʘʮʽʡʥʘ ʉʠʩʪʝ-

ʤʘ) ï ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ Cisco, ʪʘ 

ʜʝʷʢʠʭ ʤʝʨʝʞʝʚʠʭ ʢʦʤʫʪʘʪʦʨʘʭ. Cisco IOS ï ʙʘʛʘʪʦʟʘʜʘʯʥʘ ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ, 

ʱʦ ʚʠʢʦʥʫʻ ʬʫʥʢʮʽʾ ʤʝʨʝʞʝʚʦʾ ʦʨʛʘʥʽʟʘʮʽʾ, ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʢʦʤʫʪʘʮʽʾ ʽ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. Cisco IOS ʤʘʻ ʩʧʝʮʠʬʽʯʥʠʡ ʽʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʛʦ ʨʷʜʢʘ (command line 

interface, CLI), ʷʢʠʡ ʙʫʚ ʩʢʦʧʽʡʦʚʘʥʠʡ ʙʘʛʘʪʴʤʘ ʽʥʰʠʤʠ ʤʝʨʝʞʝʚʠʤʠ ʧʨʦʜʫʢʪʘʤʠ. 

ɯʥʪʝʨʬʝʡʩ IOS ʤʘʻ ʥʘʙʽʨ ʙʘʛʘʪʦʩʣʽʚʥʠʭ ʢʦʤʘʥʜ, ʜʦʩʪʫʧʥʽ ʢʦʤʘʥʜʠ ʚʠʟʥʘʯʝʥʽ çʨʝ-

ʞʠʤʦʤè ʽ ʨʽʚʥʝʤ ʧʨʠʚʽʣʝʾʚ ʜʘʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ. 

ʇʦʨʷʜʦʢ ʚʠʢʦʥʘʥʥʷ ʨʦʙʦʪʠ 

ʎʷ ʨʦʙʦʪʘ ʧʦʢʘʞʝ, ʷʢ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʘʟʦʚʽ ʢʦʤʘʥʜʠ show. 

ɺʽʜʢʨʠʻʤʦ R2-Central ʪʘ ʧʝʨʝʡʜʝʤʦ ʜʦ ʚʢʣʘʜʢʠ CLI. 

ɼʣʷ ʦʪʨʠʤʘʥʥʷ ʜʦʚʽʜʢʠ ʧʨʦ ʢʦʤʘʥʜʫ ʚʚʦʜʠʤʦ show ? (ʈʠʩʫʥʦʢ 1). ɺʠʚʝʜʝʪʴ-

ʩʷ ʚʩʽ ʜʦʩʪʫʧʥʽ ʢʦʤʘʥʜʠ ʟ show. 

ʂʦʤʘʥʜʘ show interfaces ʧʦʢʘʞʝ ʚʩʶ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʪʘʥ ʽʥʪʝʨʬʝʡʩʽʚ. 

ʂʦʤʘʥʜʘ show interfaces serial 0/0/ ʧʦʢʘʞʝ ʽʥʬʦʨʤʘʮʽʶ ʩʫʛʫʙʦ ʜʣʷ ʚʚʝʜʝʥʦʛʦ 

ʽʥʪʝʨʬʝʡʩʫ (ʨʠʩ. 2). 

show version ʧʦʢʘʞʝ ʚʩʪʘʥʦʚʣʝʥʫ ʚʝʨʩʽʶ IOS , show ip interface ï ʩʪʘʥ ʩʪʝʢʫ 

ʧʨʦʪʦʢʦʣʫ IP, show ip interface brief ï ʩʪʘʥ ʧʦʨʪʽʚ (ʨʠʩ. 3). 

ʂʦʤʘʥʜʫ show mac-address-table ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʪʽʣʴʢʠ ʥʘ ʢʦʤʫʪʘʪʦʨʽ, 

ʚʦʥʘ ʧʦʢʘʞʝ ʪʘʙʣʠʮʶ ʢʦʤʫʪʘʮʽʾ (ʨʠʩ. 4). 
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ʈʠʩʫʥʦʢ 1  

 

ʈʠʩʫʥʦʢ 2  
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ʈʠʩʫʥʦʢ 3  

 

ʈʠʩʫʥʦʢ 4  
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ʇʠʪʘʥʥʷ ʜʣʷ ʩʘʤʦʧʝʨʝʚʽʨʢʠ 

1. ʑʦ ʪʘʢʝ IOS? 

2. ʗʢ ʤʦʞʥʘ ʧʦʜʠʚʠʪʠʩʷ ʷʢʽ ʢʦʤʘʥʜʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ? 

3. ɿʥʘʯʝʥʥʷ ʢʦʤʘʥʜʠ show. 

4. ʅʘ ʷʢʦʤʫ ʧʨʠʩʪʨʦʾ ʤʦʞʥʘ ʚʠʢʦʥʘʪʠ ʢʦʤʘʥʜʫ show mac-address-table? 

5. ɺ ʷʢʦʤʫ ʨʝʞʠʤʽ ʤʦʞʥʘ ʚʠʢʦʥʘʪʠ show arp? 

6. ʗʢʦʶ ʢʦʤʘʥʜʦʶ ʤʦʞʥʘ ʟʙʝʨʽʛʘʪʠ ʨʦʙʦʯʫ ʢʦʥʬʽʛʫʨʘʮʽʶ? 

7. ʗʢʽ ʟʥʘʯʝʥʥʷ ʨʝʛʽʩʪʨʦʟʘʣʝʞʥʽ? 

8. ʗʢʦʶ ʢʦʤʘʥʜʦʶ ʤʦʞʥʘ ʚʠʜʘʣʠʪʠ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʡ ʬʘʡʣ? 

9. ʗʢʘ ʧʦʪʨʽʙʥʘ ʛʨʫʧʘ ʢʦʤʘʥʜ ʜʣʷ ʙʘʟʦʚʦʾ ʢʦʥʬʽʛʫʨʘʮʽʾ ʽʥʪʝʨʬʝʡʩʫ? 

10. ʗʢ ʧʝʨʝʟʘʚʘʥʪʘʞʠʪʠ ʧʨʠʩʪʨʽʡ? 
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ʃɸɹʆʈɸʊʆʈʅɸ ʈʆɹʆʊɸ ˉ3 

ʇʈʆɻʈɸʄʅɯ ɿɸʉʆɹʀ ɼɯɸɻʅʆʉʊʀʂʀ ʄɽʈɽɾ, ʆʉɺʆɭʅʅʗ: ð ARP, 

ARPING, PING, TRACER OUTE, MTR  

ʄʝʪʘ: ʆʟʥʘʡʦʤʠʪʠʩʴ ʟ ʧʨʦʛʨʘʤʥʠʤʠ ʟʘʩʦʙʘʤʠ ʜʽʘʛʥʦʩʪʠʢʠ ʤʝʨʝʞ, ʦʩʚʦʾʚʰʠ 

ʧʨʠ ʮʴʦʤʫ arp, arping, ping, traceroute, mtr 

ʂʦʨʦʪʢʽ ʪʝʦʨʝʪʠʯʥʽ ʚʽʜʦʤʦʩʪʽ 

ARP 

ARP (ʘʥʛʣ. Address Resolution Protocol ï ʧʨʦʪʦʢʦʣ ʚʠʟʥʘʯʝʥʥʷ ʘʜʨʝʩʠ) ï 

ʧʨʦʪʦʢʦʣ ʢʘʥʘʣʴʥʦʛʦ ʨʽʚʥʷ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ MAC-ʘʜʨʝʩʠ ʟʘ ʚʽʜʦʤʦʶ 

IP-ʘʜʨʝʩʦʶ. 

ɯʩʥʫʶʪʴ ʥʘʩʪʫʧʥʽ ʪʠʧʠ ʧʦʚʽʜʦʤʣʝʥʴ ARP: ʟʘʧʠʪ ARP (ARP request) ʽ ʚʽʜʧʦ-

ʚʽʜʴ ARP (ARP reply). ʉʠʩʪʝʤʘ-ʚʽʜʧʨʘʚʥʠʢ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʘʧʠʪʫ ARP ʟʘʧʠʪʫʻ ʬʽ-

ʟʠʯʥʫ ʘʜʨʝʩʫ ʩʠʩʪʝʤʠ-ʦʜʝʨʞʫʚʘʯʘ. ɺʽʜʧʦʚʽʜʴ (ʬʽʟʠʯʥʘ ʘʜʨʝʩʘ ʚʫʟʣʘ-ʦʜʝʨʞʫʚʘʯʘ) 

ʧʨʠʭʦʜʠʪʴ ʫ ʚʠʛʣʷʜʽ ʚʽʜʧʦʚʽʜʽ ARP. 

ʇʝʨʝʜ ʪʠʤ ʷʢ ʧʝʨʝʜʘʪʠ ʧʘʢʝʪ ʤʝʨʝʞʝʚʦʛʦ ʨʽʚʥʷ ʯʝʨʝʟ ʩʝʛʤʝʥʪ Ethernet, ʤʝ-

ʨʝʞʝʚʠʡ ʩʪʝʢ ʧʝʨʝʚʽʨʷʻ ʢʝʰ ARP, ʱʦʙ ʟ'ʷʩʫʚʘʪʠ, ʯʠ ʥʝ ʟʘʨʝʻʩʪʨʦʚʘʥʘ ʚ ʥʴʦʤʫ ʚʞʝ 

ʧʦʪʨʽʙʥʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʚʫʟʦʣ-ʦʜʝʨʞʫʚʘʯʽ. ʗʢʱʦ ʪʘʢʦʛʦ ʟʘʧʠʩʫ ʚ ʢʝʰʽ ARP ʥʝ-

ʤʘʻ, ʪʦ ʚʠʢʦʥʫʻʪʴʩʷ ʰʠʨʦʢʦʤʦʚʥʠʡ ʟʘʧʠʪ ARP. ʎʝʡ ʟʘʧʠʪ ʜʣʷ ʧʨʠʩʪʨʦʾʚ ʚ ʤʝʨʝʞʽ 

ʤʘʻ ʥʘʩʪʫʧʥʠʡ ʟʤʽʩʪ: çʍʪʦ-ʥʝʙʫʜʴ ʟʥʘʻ ʬʽʟʠʯʥʫ ʘʜʨʝʩʫ ʧʨʠʩʪʨʦʶ, ʱʦ ʚʦʣʦʜʽʻ ʥʘ-

ʩʪʫʧʥʦʶ IP-ʘʜʨʝʩʦʶ?è ʂʦʣʠ ʦʜʝʨʞʫʚʘʯ ʟ ʮʽʻʶ IP-ʘʜʨʝʩʦʶ ʧʨʠʡʤʝ ʮʝʡ ʧʘʢʝʪ, ʪʦ 

ʧʦʚʠʥʝʥ ʙʫʜʝ ʚʽʜʧʦʚʽʩʪʠ: çʊʘʢ, ʮʝ ʤʦʷ IP-ʘʜʨʝʩʘ. ʄʦʷ ʬʽʟʠʯʥʘ ʘʜʨʝʩʘ ʥʘʩʪʫʧ-

ʥʘ: ...è. ʇʽʩʣʷ ʮʴʦʛʦ ʚʽʜʧʨʘʚʥʠʢ ʦʥʦʚʠʪʴ ʩʚʽʡ ʢʝʰ ARP ʽ ʙʫʜʝ ʟʜʘʪʥʠʡ ʧʝʨʝʜʘʪʠ ʽʥ-

ʬʦʨʤʘʮʽʶ ʦʜʝʨʞʫʚʘʯʫ. 

ʂʦʤʘʥʜʘ arp ʩʣʫʞʠʪʴ ʜʣʷ ʚʠʚʦʜʫ ʽ ʟʤʽʥʠ ʟʘʧʠʩʽʚ ʢʝʰʘ ʧʨʦʪʦʢʦʣʫ ARP, ʷʢʠʡ 

ʤʽʩʪʠʪʴ ʦʜʥʫ ʘʙʦ ʜʝʢʽʣʴʢʘ ʪʘʙʣʠʮʴ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ IP-ʘʜʨʝʩ 

ʽ ʚʽʜʧʦʚʽʜʥʠʭ ʾʤ ʬʽʟʠʯʥʠʭ ʘʜʨʝʩ Ethernet. 

ʇʘʨʘʤʝʪʨʠ: 

arp -a [IP- ʘʜʨʝʩʘ] [-N <ʘʜʨʝʩʘ_ʠʥʪʝʨʬʝʡʩʫ>] 
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arp -d < IP- ʘʜʨʝʩʘ > [ʘʜʨʝʩʘ_ʠʥʪʝʨʬʝʡʩʫ] 

arp -s < IP- ʘʜʨʝʩʘ > <MAC- ʘʜʨʝʩʘ > [ʘʜʨʝʩʘ_ʠʥʪʝʨʬʝʡʩʫ] 

 

ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

-a ɺʽʜʦʙʨʘʞʘʻ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ɸʜʨʝʩʘ IP-ɸʜʨʝʩʘ MAC, ʷʢʝ 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʣʦʢʘʣʴʥʦʤʫ ʢʝʰʽ ARP 

-d ɺʠʜʘʣʷʻ ʟʘʧʠʩ ʢʝʰʫ ARP ʜʣʷ ʚʢʘʟʘʥʦʾ ʘʜʨʝʩʠ IP 

-s ɼʦʜʘʻ ʩʪʘʪʠʯʥʠʡ (ʧʦʩʪʽʡʥʠʡ) ʟʘʧʠʩ ʫ ʂʝʰ ARP 

<ʘʜʨʝʩ IP> ʇʨʠʟʚʦʜʠʪʴ ʜʦ ʚʽʜʦʙʨʘʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʪʽʣʴʢʠ ʜʣʷ ʮʽʻʾ 

IP- ʘʜʨʝʩʠ 

<ʘʜʨʝʩ_ʠʥʪʝʨʬʝʡʩʘ> ɼʣʷ ʩʠʩʪʝʤ ʟ ʜʝʢʽʣʴʢʦʤʘ ʤʝʨʝʞʝʚʠʤʠ ʘʜʘʧʪʝʨʘʤʠ ʮʝʡ ʧʘ-

ʨʘʤʝʪʨ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʢʘʟʽʚʢʠ ʘʜʨʝʩʠ MAC ʣʦʢʘ-

ʣʴʥʦʛʦ ʤʝʨʝʞʥʦʛʦ ʘʜʘʧʪʝʨʘ, ʜʣʷ ʷʢʦʛʦ ʚʠʢʦʥʫʻʪʴʩʷ ʢʦ-

ʤʘʥʜʘ arp, ʚ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ ʢʦʤʘʥʜʘ arp ʚʠʢʦʥʫʻʪʴʩʷ ʧʦ 

ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʧʝʨʰʦʛʦ ʞ ʤʝʨʝʞʝʚʦʤʫ ʘʜʘʧʪʝʨʫ ʚ ʧʦ-

ʨʷʜʢʫ ʧʨʠʚ'ʷʟʢʠ ʜʦ ʤʝʨʝʞʽ 

<ʘʜʨʝʩ_MAC> ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʢʘʟʽʚʢʠ ʘʜʨʝʩʠ MAC, ʜʣʷ ʷʢʦʛʦ 

ʩʪʚʦʨʶʻʪʴʩʷ ʩʪʘʪʠʯʥʠʡ ʟʘʧʠʩ  ʢʝʰʽ ARP 

 

ʇʨʠʢʣʘʜʠ: 

 ʱʦʙ ʚʠʚʝʩʪʠ ʪʘʙʣʠʮʽ ʢʝʰʫ ARP ʜʣʷ ʚʩʽʭ ʽʥʪʝʨʬʝʡʩʽʚ, ʚʚʝʜʽʪʴ: 

arp -a 

 ʱʦʙ ʚʠʚʝʩʪʠ ʪʘʙʣʠʮʶ ʢʝʰʫ ARP ʜʣʷ ʽʥʪʝʨʬʝʡʩʫ, ʷʢʦʤʫ ʧʨʠʟʥʘʯʝʥʦ IP-

ʘʜʨʝʩʫ 10.0.0.99, ʚʚʝʜʽʪʴ: 

arp -a -N 10.0.0.99 

 ʱʦʙ ʜʦʜʘʪʠ ʩʪʘʪʠʯʥʠʡ ʟʘʧʠʩ ʢʝʰʫ ARP, ʷʢʠʡ ʟʽʩʪʘʚʣʷʻ IP-ʘʜʨʝʩʫ 10.0.0.80 ʟ 

ʬʽʟʠʯʥʦʶ ʘʜʨʝʩʦʶ 00-AA-00-4F-2A-9C, ʚʚʝʜʽʪʴ: 

arp ï 10.0.0.80 00-AA-00-4F-2A-9C 

PING 

ping ð ʫʪʠʣʽʪʘ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʟ'ʻʜʥʘʥʴ ʚ ʤʝʨʝʞʘʭ ʥʘ ʦʩʥʦʚʽ TCP / IP, ʘ ʪʘʢʦʞ 

ʧʦʚʩʷʢʜʝʥʥʝ ʥʘʡʤʝʥʫʚʘʥʥʷ ʩʘʤʦʛʦ ʟʘʧʠʪʫ. 
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ʋʪʠʣʽʪʘ ʚʽʜʧʨʘʚʣʷʻ ʟʘʧʠʪʠ (ICMP Echo-Request) ʧʨʦʪʦʢʦʣʫ ICMP ʟʘʟʥʘʯʝ-

ʥʦʤʫ ʚʫʟʣʫ ʤʝʨʝʞʽ ʡ ʬʽʢʩʫʻ ʚʽʜʧʦʚʽʜʽ, ʱʦ ʥʘʜʭʦʜʷʪʴ (ICMP Echo-Reply). ʏʘʩ ʤʽʞ 

ʚʽʜʧʨʘʚʣʝʥʥʷʤ ʟʘʧʠʪʫ ʡ ʦʜʝʨʞʘʥʥʷʤ ʚʽʜʧʦʚʽʜʽ (RTT, ʚʽʜ ʘʥʛʣ. Round Trip Time) 

ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʘʪʠ ʜʚʦʩʪʦʨʦʥʥʽ ʟʘʪʨʠʤʢʠ (RTT) ʟʘ ʤʘʨʰʨʫʪʦʤ ʽ ʯʘʩʪʦʪʫ ʚʪʨʘʪʠ 

ʧʘʢʝʪʽʚ, ʪʦʙʪʦ ʧʦʙʽʯʥʦ ʚʠʟʥʘʯʘʪʠ ʟʘʚʘʥʪʘʞʝʥʽʩʪʴ ʥʘ ʢʘʥʘʣʘʭ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʽ ʧʨʦ-

ʤʽʞʥʠʭ ʧʨʠʩʪʨʦʷʭ. 

ʋ ʨʦʟʤʦʚʥʽʡ ʤʦʚʽ ʧʽʥʛʦʤ ʥʘʟʠʚʘʶʪʴ ʪʘʢʦʞ ʯʘʩ, ʚʠʪʨʘʯʝʥʠʡ ʥʘ ʧʝʨʝʜʘʯʫ ʧʘ-

ʢʝʪʫ ʽʥʬʦʨʤʘʮʽʾ ʚ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʚʽʜ ʢʣʽʻʥʪʘ ʜʦ ʩʝʨʚʝʨʘ ʽ ʥʘʟʘʜ ʚʽʜ ʩʝʨʚʝʨʘ 

ʜʦ ʢʣʽʻʥʪʘ. 

ʇʦʚʥʘ ʚʽʜʩʫʪʥʽʩʪʴ ICMP-ʚʽʜʧʦʚʽʜʝʡ ʤʦʞʝ ʪʘʢʦʞ ʦʟʥʘʯʘʪʠ, ʱʦ ʚʽʜʜʘʣʝʥʠʡ 

ʚʫʟʦʣ (ʘʙʦ ʷʢʠʡ-ʥʝʙʫʜʴ ʟ ʧʨʦʤʽʞʥʠʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ) ʙʣʦʢʫʻ ICMP Echo-Reply 

ʘʙʦ ʽʛʥʦʨʫʻ ICMP Echo-Request. 

ʇʨʘʢʪʠʯʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ: 

1. ʄʦʞʥʘ ʜʽʟʥʘʪʠʩʷ IP-ʘʜʨʝʩʫ ʟʘ ʜʦʤʝʥʥʠʤ ʽʤ'ʷʤ. 

2. ʄʦʞʥʘ ʜʽʟʥʘʪʠʩʷ, ʯʠ ʧʨʘʮʶʻ ʩʝʨʚʝʨ. ʅʘʧʨʠʢʣʘʜ, ʩʠʩʪʝʤʥʠʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʤʦ-

ʞʝ ʜʽʟʥʘʪʠʩʷ, ʯʠ ʟʘʚʠʩ ʪʽʣʴʢʠ ʚʝʙ-ʩʝʨʚʝʨ ʘʙʦ ʥʘ ʩʝʨʚʝʨʽ ʛʣʦʙʘʣʴʥʽ ʧʨʦʙʣʝʤʠ. 

3. ʄʦʞʥʘ ʜʽʟʥʘʪʠʩʷ, ʯʠ ʻ ʟʚ'ʷʟʦʢ ʟ ʩʝʨʚʝʨʦʤ. ʅʘʧʨʠʢʣʘʜ, ʧʨʦʙʣʝʤʠ ʟ ʥʘʣʘʰʪʫʚʘʥ-

ʥʷʤ DNS ʩʝʨʚʝʨʽʚ ʥʘ ʤʘʰʠʥʽ ʤʦʞʥʘ ʜʽʟʥʘʪʠʩʷ, ʟʘʜʘʚʰʠ ʚ ping ʩʧʦʯʘʪʢʫ ʜʦ-

ʤʝʥʥʝ ʽʤ'ʷ, ʘ ʧʦʪʽʤ IP-ʘʜʨʝʩʫ. 

4. ʊʘʢʦʞ ʤʦʞʥʘ ʜʽʟʥʘʪʠʩʷ ʷʢʽʩʪʴ ʢʘʥʘʣʫ, ʧʦʜʠʚʠʚʰʠʩʴ, ʩʢʽʣʴʢʠ ʚʽʜʧʦʚʽʜʝʡ ʥʝ 

ʧʨʠʡʰʣʦ. ʎʝ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʛʨʘʚʮʷʤʠ ʚ ʤʝʨʝʞʝʚʽ ʽʛʨʠ, ʪʦʤʫ ʱʦ 

ʷʢʽʩʪʴ ʟʚ'ʷʟʢʫ ʜʣʷ ʥʠʭ ʜʫʞʝ ʚʘʞʣʠʚʘ. ʍʦʯʘ ʥʝ ʟʘʚʞʜʠ ʮʝ ʻ ʧʦʢʘʟʥʠʢʦʤ ʷʢʦʩʪʽ 

ʟʚ'ʷʟʢʫ, ʚ ʜʝʷʢʠʭ ʤʝʨʝʞʘʭ ʧʨʦʪʦʢʦʣ ICMP ʤʦʞʝ ʤʘʪʠ ʥʠʟʴʢʠʡ ʧʨʽʦʨʠʪʝʪ ʘʙʦ 

ʙʣʦʢʫʚʘʪʠʩʷ ʧʦʚʥʽʩʪʶ. 

ʇʨʠʢʣʘʜ: 

 

$ ping - ai 5 - c 3 wikipedia.org  

PING wikipedia.org (208.80.152.2) 56(84) bytes of data.  

64 bytes from rr.pmtpa.wikimedia.org (208.80.152.2): 

ic mp_seq=1 ttl=46 time=176 ms  
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64 bytes from rr.pmtpa.wikimedia.org (208.80.152.2): 

ic mp_seq=2 ttl=46 time=177 ms  

64 bytes from rr.p mtpa.wikimedia.org (208.80.152.2): 

icmp_seq=3 ttl=46 time=181 ms  

 

---  wikipedia.org ping statistics ---  

3 packets transmitted, 3 received, 0% packet loss, time 

10007ms 

rtt min/avg/max/mdev = 176.253/178.291/181.339/2.222 ms  

$ 

 

ARPING 

arpingð ʫʪʠʣʽʪʘ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʭʦʩʪʽʚ ʚ ʢʦʤʧ'ʶʪʝʨʥʽʡ ʤʝʨʝʞʽ. 

ʌʫʥʢʮʽʦʥʫʻ ʘʥʘʣʦʛʽʯʥʦ ʫʪʠʣʽʪʽ ping, ʘʣʝ ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʥʝʾ ʧʨʘʮʶʻ ʥʘ ʜʨʫʛʦ-

ʤʫ ʨʽʚʥʽ ʤʦʜʝʣʽ OSI ʽ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʪʦʢʦʣ ARP. Arping ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʣʠʰʝ ʚ ʦʜʥʦʨʘʥʛʦʚʦʾ ʤʝʨʝʞʽ. ɺʽʥ ʚʽʜʧʨʘʚʣʷʻ ARP-ʟʘʧʠʪ ʧʨʠʩʪʨʦʶ ʟ MAC (ʘʜʨʝ-

ʩʘʪ) ʯʝʨʝʟ ʤʝʨʝʞʝʚʠʡ ʽʥʪʝʨʬʝʡʩ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʘʜʨʝʩʫ ʚʽʜʧʨʘʚʥʠʢʘ. 

ʇʘʨʘʤʝʪʨʠ: 

ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

-U ʅʘʜʘʻ ʚʤʽʩʪ ʢʝʰʫ ARP ʜʣʷ ʧʦʥʦʚʣʝʥʥʷ ARP ʢʝʰʝʡ ʩʫʩʽʜʥʽʭ 

ʩʠʩʪʝʤ. ɺʽʜʧʦʚʽʜʽ ʥʝ ʦʯʽʢʫʶʪʴʩʷ 

-A ɸʥʘʣʦʛʽʯʥʦ -U, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʘʢʝʪʠ ARP REPLY 

ʟʘʤʽʩʪʴ ARP REQUEST 

-b ɺʽʜʧʨʘʚʣʷʻ ʪʽʣʴʢʠ ʰʠʨʦʢʦʤʦʚʥʽ ʧʘʢʝʪʠ ʨʽʚʥʷ MAC. ɿʘʟʚʠ-

ʯʘʡ arping ʩʧʦʯʘʪʢʫ ʚʽʜʧʨʘʚʣʷʻ ʰʠʨʦʢʦʤʦʚʥʽ ʧʘʢʝʪʠ, ʘ ʧʽʩʣʷ 

ʧʨʠʡʦʤʫ ʚʽʜʧʦʚʽʜʽ ï ʪʽʣʴʢʠ ʘʜʨʝʩʘʪʫ. 

-c <ʣʽʯʠʣʴʥʠʢ> ɼʦʜʘʻ ʩʪʘʪʠʯʥʠʡ (ʧʦʩʪʽʡʥʠʡ) ʟʘʧʠʩ ʫ ʂʝʰ ARP 

-D ʈʝʞʠʤ ʜʫʙʣʴʦʚʘʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʜʨʝʩʠ. ʇʦʚʝʨʪʘʻ 0, ʷʢʱʦ 

ʜʫʙʣʴʦʚʘʥʝ ʚʠʟʥʘʯʝʥʥʷ ʘʜʨʝʩʠ ʧʨʦʡʰʣʦ ʫʩʧʽʰʥʦ, ʪʦʙʪʦ ʚʽ-

ʜʧʦʚʽʜʽ ʥʝ ʧʨʠʡʥʷʪʽ 

-f ɿʘʚʝʨʰʫʻ ʨʦʙʦʪʫ ʧʽʩʣʷ ʧʝʨʰʦʛʦ ʧʨʠʡʦʤʫ ʚʽʜʧʦʚʽʜʽ 

-I <ʽʥʪʝʨʬʝʡʩ> ʅʘʡʤʝʥʫʚʘʥʥʷ ʤʝʨʝʞʝʚʦʛʦ ʧʨʠʩʪʨʦʶ (ʽʥʪʝʨʬʝʡʩʫ), ʯʝʨʝʟ 

ʷʢʠʡ ʚʽʜʧʨʘʚʣʷʶʪʴʩʷ ʧʘʢʝʪʠ ARP REQUEST. ɺʢʘʟʽʚʢʘ ʽʥʪʝ-

ʨʬʝʡʩʫ ʜʣʷ ʮʽʻʾ ʦʧʮʽʾ ʦʙʦʚ'ʷʟʢʦʚʘ 
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ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

-h ɺʽʜʦʙʨʘʞʘʻ ʩʪʦʨʽʥʢʫ ʜʦʧʦʤʦʛʠ ʽ ʟʘʚʝʨʰʫʻ ʨʦʙʦʪʫ 

-q ɺʠʚʽʜ ʥʝ ʚʽʜʦʙʨʘʞʘʻʪʴʩʷ 

-s <ʚʽʜʧʨʘʚʥʠʢ> IP ʘʜʨʝʩʘ ʚʽʜʧʨʘʚʥʠʢʘ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ARP ʧʘʢʝʪʘʭ. 

ʗʢʱʦ ʮʷ ʦʧʮʽʷ ʥʝ ʚʢʘʟʘʥʘ, ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘʩʪʫʧʥʘ ʘʜʨʝ-

ʩʘ ʚʽʜʧʨʘʚʥʠʢʘ: 

* ʋ ʨʝʞʠʤʽ ʩʜʫʙʣʴʦʚʘʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʘʜʨʝʩʠ (ʟ ʦʧʮʽʻʶ-D) 

ï 0.0.0.0. 

* ʋ ʟʚʠʯʘʡʥʦʤʫ ARP-ʨʝʞʠʤʽ (ʟ ʦʧʮʽʻʶ-U ʘʙʦ-A) ʚʠʢʦʨʠʩ-

ʪʦʚʫʻʪʴʩʷ ʘʜʨʝʩʘʪ. 

* ɺ ʽʥʰʠʭ ʚʠʧʘʜʢʘʭ ʘʜʨʝʩʫ ʦʙʯʠʩʣʶʻʪʴʩʷ ʧʦ ʪʘʙʣʠʮʽ ʤʘʨʰ-

ʨʫʪʠʟʘʮʽʾ 

-V ʇʦʢʘʟʫʻ ʥʦʤʝʨ ʚʝʨʩʽʾ ʧʨʦʛʨʘʤʠ ʽ ʟʘʚʝʨʰʫʻ ʨʦʙʦʪʫ 

-w <ʜʝʜʣʘʡʥ> ɺʢʘʟʫʻ ʪʘʡʤʘʫʪ ʚ ʩʝʢʫʥʜʘʭ ʧʝʨʝʜ ʪʠʤ, ʷʢ arping ʟʘʚʝʨʰʠʪʴ 

ʨʦʙʦʪʫ ʽ ʚʽʜʦʙʨʘʟʠʪʴ ʩʢʽʣʴʢʠ ʧʘʢʝʪʽʚ ʙʫʣʦ ʚʽʜʧʨʘʚʣʝʥʦ ʘʙʦ 

ʧʨʠʡʥʷʪʦ. ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ arping ʥʝ ʟʫʧʠʥʷʻʪʴʩʷ ʧʽʩʣʷ ʚʽ-

ʜʧʨʘʚʢʠ ʣʽʯʠʣʴʥʠʢ ʧʘʢʝʪʽʚ, ʚʽʥ ʦʯʽʢʫʻ ʧʦʢʠ ʜʝʜʣʘʡʥ ʟʘʢʽʥ-

ʯʠʪʴʩʷ ʘʙʦ ʧʦʢʠ ʥʝ ʙʫʜʝ ʧʨʠʡʥʷʪʦ ʣʽʯʠʣʥɹʠʢ ʚʽʜʧʦʚʽʜʝʡ 

 

ʇʨʠʢʣʘʜ: 

 

ARPING 192.168.39.120 from 192.168.39.1 eth0  

Unicast reply from 192.168.39.120 [00:01:80:38:F7:4C] 

0.810ms  

Unicast reply from 192.168.39.120 [00:01:80:38:F7:4C] 

0. 607ms 

Unicast reply from 192.168.39.120 [00:01:80:38:F7:4C] 

0.602ms  

Unicast reply from 192.168.39.120 [00:01:80:38:F7:4C] 

0.606ms  

Sent 4 probes (1 broadcast(s))  

Received 4 response(s)  
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ɼʘʥʫ ʫʪʠʣʽʪʫ ʜʫʞʝ ʜʦʙʨʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʱʦ ʙ ʟʥʘʡʪʠ ʢʣʽʻʥʪʘ. ɼʦ ʧʨʠʢʣʘ-

ʜʫ ʻ ʥʘ ʨʦʫʪʝʨʽ ʢʽʣʴʢʘ eth ʽʥʪʝʨʬʝʡʩʽʚ, ʘʣʝ ʦʩʴ ʥʘ ʷʢʦʤʫ ʟʥʘʭʦʜʠʪʴʩʷ ʢʣʽʻʥʪ ʥʝ ʚʽ-

ʜʦʤʦ, ʜʣʷ ʪʦʛʦ ʱʦ ʙ ʜʽʟʥʘʪʠʩʷ ʜʝ ʚʽʥ, ʤʦʞʥʘ ʧʦʧʨʦʩʠʪʠ ʧʨʦʧʠʩʘʪʠ ʧʽʜʤʝʨʝʞʫ ʷʢʫ 

ʚʠ ʟʙʠʨʘʻʪʝʩʷ ʡʦʤʫ ʚʠʜʽʣʠʪʠ ʽ ʧʨʦ çʘʨʧʽʥʛʫʚʘʪʠè ʜʘʥʠʡ ip ʥʘ ʚʩʽʭ ʽʥʪʝʨʬʝʡʩʘʭ. IP-

ʘʜʨʝʩʘ ʚʽʜʜʘʣʝʥʦʛʦ ʭʦʩʪʘ ʤʦʞʝ ʙʫʪʠ ʟ ʙʫʜʴ-ʷʢʦʾ ʽʥʰʦʾ ʧʽʜʤʝʨʝʞʽ, arping ʚʩʝ ʦʜʥʦ 

ʚʽʜʧʦʚʽʩʪʴ. 

TRACEROUTE 

Traceroute ð ʮʝ ʩʣʫʞʙʦʚʘ ʢʦʤʧ'ʶʪʝʨʥʘ ʧʨʦʛʨʘʤʘ, ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʚʠʟʥʘ-

ʯʝʥʥʷ ʤʘʨʰʨʫʪʽʚ ʧʨʷʤʫʚʘʥʥʷ ʜʘʥʠʭ ʚ ʤʝʨʝʞʘʭ TCP / IP. Traceroute ʤʦʞʝ ʚʠʢʦʨʠʩ-

ʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʧʨʦʪʦʢʦʣʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ 

ʧʨʠʩʪʨʦʶ. ʊʘʢʠʤʠ ʧʨʦʪʦʢʦʣʘʤʠ ʤʦʞʫʪʴ ʙʫʪʠ UDP, TCP, ICMP ʘʙʦ GRE. ʂʦʤʧ'ʶ-

ʪʝʨʠ ʟʽ ʚʩʪʘʥʦʚʣʝʥʦʶ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ Windows ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ICMP-

ʧʨʦʪʦʢʦʣ, ʧʨʠ ʮʴʦʤʫ ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ Linux ʽ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ Cisco ï ʧʨʦʪʦ-

ʢʦʣ UDP. 

Traceroute ʚʭʦʜʠʪʴ ʚ ʧʦʩʪʘʚʢʫ ʙʽʣʴʰʦʩʪʽ ʩʫʯʘʩʥʠʭ ʤʝʨʝʞʝʚʠʭ ʦʧʝʨʘʮʽʡʥʠʭ 

ʩʠʩʪʝʤ. ʋ ʩʠʩʪʝʤʘʭ Microsoft Windows ʮʷ ʧʨʦʛʨʘʤʘ ʥʦʩʠʪʴ ʥʘʟʚʫ tracert, ʘ ʚ ʩʠʩʪʝ-

ʤʘʭ GNU / Linux, Cisco IOS ʽ Mac OS ï traceroute. 

ʂʦʤʘʥʜʘ traceroute ʜʫʞʝ ʢʦʨʠʩʥʘ ʜʣʷ ʜʽʘʛʥʦʩʪʠʢʠ ʤʝʨʝʞʽ. traceroute ʧʦʢʘʟʫʻ 

ʚʩʽ ʭʦʩʪʠ, ʯʝʨʝʟ ʷʢʽ ʧʨʦʭʦʜʠʪʴ ʧʘʢʝʪ ʧʦ ʰʣʷʭʫ ʜʦ ʢʽʥʮʝʚʦʛʦ ʧʨʠʟʥʘʯʝʥʥʷ. 

ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ 

ɼʣʷ ʚʠʟʥʘʯʝʥʥʷ ʧʨʦʤʽʞʥʠʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ traceroute ʚʽʜʧʨʘʚʣʷʻ ʮʽʣʴʦʚʦ-

ʤʫ ʚʫʟʣʫ ʩʝʨʽʶ ICMP-ʧʘʢʝʪʽʚ (ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ 3 ʧʘʢʝʪʠ), ʟ ʢʦʞʥʠʤ ʢʨʦʢʦʤ ʟʙʽ-

ʣʴʰʫʶʯʠ ʟʥʘʯʝʥʥʷ ʧʦʣʷ TTL (çʯʘʩ ʞʠʪʪʷè) ʥʘ 1. ʎʝ ʧʦʣʝ ʟʘʟʚʠʯʘʡ ʚʢʘʟʫʻ ʤʘʢʩʠ-

ʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ, ʷʢʝ ʤʦʞʝ ʙʫʪʠ ʧʨʦʡʜʝʥʦ ʧʘʢʝʪʦʤ. ʇʝʨʰʘ ʩʝʨʽʷ 

ʧʘʢʝʪʽʚ ʚʽʜʧʨʘʚʣʷʻʪʴʩʷ ʟ TTL, ʨʽʚʥʠʤ 1, ʽ ʪʦʤʫ ʧʝʨʰʠʡ ʞʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʧʦʚʝʨ-

ʪʘʻ ʥʘʟʘʜ ICMP-ʧʦʚʽʜʦʤʣʝʥʥʷ "time exceeded in transit", ʱʦ ʚʢʘʟʫʻ ʥʘ ʥʝʤʦʞʣʠ-

ʚʽʩʪʴ ʜʦʩʪʘʚʢʠ ʜʘʥʠʭ. Traceroute ʬʽʢʩʫʻ ʘʜʨʝʩʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, ʘ ʪʘʢʦʞ ʯʘʩ ʤʽʞ 

ʚʽʜʧʨʘʚʣʝʥʥʷʤ ʧʘʢʝʪʘ ʡ ʦʜʝʨʞʘʥʥʷʤ ʚʽʜʧʦʚʽʜʽ (ʮʽ ʚʽʜʦʤʦʩʪʽ ʚʠʚʦʜʷʪʴʩʷ ʥʘ ʤʦʥʪ̔ʦʨ 

ʢʦʤʧ'ʶʪʝʨʘ). ʇʦʪʽʤ traceroute ʧʦʚʪʦʨʶʻ ʚʽʜʧʨʘʚʢʫ ʩʝʨʽʾ ʧʘʢʝʪʽʚ, ʘʣʝ ʚʞʝ ʟ TTL, ʨʽ-
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ʚʥʠʤ 2, ʱʦ ʟʤʫʰʫʻ ʧʝʨʰʽ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʟʤʝʥʰʠʪʠ TTL ʧʘʢʝʪʽʚ ʥʘ ʦʜʠʥʠʮʶ ʽ ʥʘ-

ʧʨʘʚʠʪʠ ʾʭ ʜʦ ʜʨʫʛʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ. ɼʨʫʛʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʦʪʨʠʤʘʚʰʠ ʧʘʢʝ-

ʪʠ ʟ TTL = 1, ʪʘʢ ʩʘʤʦ ʧʦʚʝʨʪʘʻ "time exceeded in transit". 

ʇʨʦʮʝʩ ʧʦʚʪʦʨʶʻʪʴʩʷ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʧʘʢʝʪ ʥʝ ʜʦʩʷʛʥʝ ʮʽʣʴʦʚʦʛʦ ʚʫʟʣʘ. 

ʇʨʠ ʦʪʨʠʤʘʥʥʽ ʚʽʜʧʦʚʽʜʽ ʚʽʜ ʮʴʦʛʦ ʚʫʟʣʘ ʧʨʦʮʝʩ ʪʨʘʩʫʚʘʥʥʷ ʚʚʘʞʘʻʪʴʩʷ ʟʘʚʝʨʰʝ-

ʥʠʤ. 

ʅʘ ʢʨʽʥʮʝʚʦʤʫ ʭʦʩʪʽ IP-ʜʝʡʪʘʛʨʘʤʤʘ ʟ TTL = 1 ʥʝ ʚʽʜʢʠʜʘʻʪʴʩʷ ʽ ʥʝ ʚʠʢʣʠʢʘʻ 

ICMP-ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʠʧʫ ʪʝʨʤʽʥ ʟʘʢʽʥʯʠʚʩʷ, ʘ ʧʦʚʠʥʥʘ ʙʫʪʠ ʚʽʜʜʘʥʘ ʜʦʜʘʪʢʦʤ. 

ɼʦʩʷʛʥʝʥʥʷ ʧʫʥʢʪʫ ʧʨʠʟʥʘʯʝʥʥʷ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: ʚʽʜʩʠʣʘʶʪʴʩʷ 

traceroute ʜʝʡʪʘʛʨʘʤʠ ʤʽʩʪʷʪʴ UDP-ʧʘʢʝʪ ʽʟ ʟʘʚʽʜʦʤʦ ʥʝʚʞʠʚʘʥʠʤ ʥʦʤʝʨʦʤ ʧʦʨʪʫ 

ʥʘ ʘʜʨʝʩʫʻʪʴʩʷ ʭʦʩʪʽ. ʅʦʤʝʨ ʧʦʨʪʫ ʙʫʜʝ ʜʦʨʽʚʥʶʻ 33 434 + (ʤʘʢʩʠʤʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ 

ʪʨʘʥʟʠʪʥʠʭ ʜʽʣʷʥʦʢ ʜʦ ʚʫʟʣʘ) ï 1. ʋ ʧʫʥʢʪʽ ʧʨʠʟʥʘʯʝʥʥʷ UDP-ʤʦʜʫʣʴ, ʦʪʨʠʤʫʶʯʠ 

ʧʦʜʽʙʥʽ ʜʝʡʪʘʛʨʘʤʠ, ʧʦʚʝʨʪʘʻ ICMP-ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ çʧʦʨʪ ʥʝʜʦʩʪʫʧ-

ʥʠʡè. ʊʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʜʽʟʥʘʪʠʩʷ ʧʨʦ ʟʘʚʝʨʰʝʥʥʷ ʨʦʙʦʪʠ, ʧʨʦʛʨʘʤʦʶ traceroute 

ʜʦʩʪʘʪʥʴʦ ʚʠʷʚʠʪʠ, ʱʦ ʥʘʜʽʡʰʣʦ ICMP-ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ ʮʴʦʛʦ ʪʠʧʫ. 

ʇʨʠʢʣʘʜ 

ɺ UNIX / Linux ʩʠʩʪʝʤʘʭ ʽʩʥʫʶʪʴ ʨʝʞʠʤʠ, ʚ ʷʢʠʭ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʠ ʤʦʞʣʠ-

ʚʠʡ ʪʽʣʴʢʠ ʚʽʜ ʽʤʝʥʽ ʩʫʧʝʨʢʦʨʠʩʪʫʚʘʯʘ root (ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ). ɼʦ ʯʠʩʣʘ ʮʠʭ ʨʝʞʠ-

ʤʽʚ ʚʽʜʥʦʩʠʪʴʩʷ ʚʘʞʣʠʚʠʡ ʨʝʞʠʤ ʪʨʘʩʫʚʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ICMP (ʢʣʶʯ-I). 

ʋ ʚʩʽʭ ʽʥʰʠʭ ʚʠʧʘʜʢʘʭ (ʽ ʚ ʪʦʤʫ ʯʠʩʣʽ ʚ ʨʝʞʠʤʽ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʟʘ 

ʫʤʦʚʯʘʥʥʷʤ), traceroute ʤʦʞʝ ʧʨʘʮʶʚʘʪʠ ʚʽʜ ʽʤʝʥʽ ʟʚʠʯʘʡʥʦʛʦ ʨʷʜʦʚʦʛʦ ʢʦʨʠʩʪʫ-

ʚʘʯʘ. 

 

[user@localhost ~]$ traceroute www.ru  

traceroute to www.ru (194.87. 0.50), 30 hops max, 38 byte 

packets  

 1    mygateway.ar7                       (192.168.1.1)       

0.777 ms    0.664 ms   0.506 ms  

 2    L0.ghsdr04                          (213.227.224.91)   

15.661 ms   15.867 ms  31.426 ms  

 3    213.227.224.1                       (213.227.224.1)    

16.797 ms   18.221 ms  16.756 ms  

 4    dg                                  (213.186.216.161)  



21 

 

53.068 ms   39.163 ms  38.283 ms  

 5    br13                                (213.186.193.43)   

40.156 ms   39.768 ms  42.803 ms  

 6    aggr                                (62.221.40.169)    

37.884 ms   38.712 ms  37.207 ms  

 7    edge - 3GE- 216dot1q.kiev.ucomline.net (213.130.30.182)   

39.723 ms   38.039 ms  41.261 ms  

 8    ae0 - 202.RT771 - 001.kiv.retn.net      (81.222.15.1)      

40.029 ms   37.088 ms  40.039 ms  

 9    ae0 - 3.RT502 - 001.msk.retn.net        (81.222.15.1)     

128.932 ms  122.043 ms 121.612 ms  

10    GW - Demos.retn.net                   (81.222.8.46)     

120.023 ms  121.135 ms 119.493 ms  

11    iki - 1- vl10.demos.net                (194. 87.0.83)     

119.074 ms  119.784 ms 123.607 ms  

12    www.ru                              (194.87.0.50)     

120.358 ms  122.545 ms 119.399 ms  

 

MTR 

mtr  ï ʽʥʪʝʨʘʢʪʠʚʥʘ ʧʨʦʛʨʘʤʘ, ʟʜʘʪʥʘ ʧʦʩʪʽʡʥʦ ʚʠʚʦʜʠʪʠ ʦʥʦʚʣʝʥʫ ʩʪʘʪʠʩʪʠ-

ʢʫ ʧʦ ʪʨʘʩʽ. ʊʝ ʞ ʱʦ ʽ traceroute, ʪʽʣʴʢʠ ʚʦʥʘ ʧʨʘʮʶʻ ʧʦʢʠ ʥʝ ʟʫʧʠʥʠʪʠ ʽ ʧʦʩʪʽʡʥʦ 

ʧʦʢʘʟʫʻ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʤʘʨʨhʫʪ, ʚʪʨʘʪʠ, ʤʽʥʽʤʘʣʴʥʽ ʪʘ ʤʘʢʩʠʤʘʣʴʥʽ ʟʘʪʨʠʤʢʠ. ɿʘ 

ʜʦʧʦʤʦʛʦʶ mtr ʤʦʞʥʘ ʜʽʟʥʘʚʘʪʠʩʷ ʜʝ ʚ ʤʝʨʝʞʽ ʚʽʜʙʫʚʘʶʪʴʩʷ ʚʪʨʘʪʠ, ʟʘʪʨʠʤʢʠ ʽ 

ʦʙʨʠʚʘ̒ ʪʴʩʷ ʟʚ'ʷʟʦʢ. 

ʇʘʨʘʤʝʪʨʠ: 

 

ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

-U ʅʘʜʘʻ ʚʤʽʩʪ ʢʝʰʫ ARP ʜʣʷ ʧʦʥʦʚʣʝʥʥʷ ARP ʢʝʰʝʡ ʩʫʩʽʜʥʽʭ 

ʩʠʩʪʝʤ. ɺʽʜʧʦʚʽʜʽ ʥʝ ʦʯʽʢʫʶʪʴʩʷ 

-A ɸʥʘʣʦʛʽʯʥʦ -U, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʘʢʝʪʠ ARP REPLY 

ʟʘʤʽʩʪʴ ARP REQUEST 

-h, ïhelp ɺʠʚʽʜ ʜʦʚʽʜʢʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ 

-v, ïversion ɺʝʨʩʽʷ ʧʨʦʛʨʘʤʠ 

-r, -report ʇʦʤʽʱʘʻ mtr ʚ ʨʝʞʠʤ ʟʚʽʪʫ. ʋ ʮʴʦʤʫ ʨʝʞʠʤʽ, mtr ʦʙʨʦʙʠʪʴ 

ʢʽʣʴʢʽʩʪʴ ʮʠʢʣʽʚ, ʚʠʟʥʘʯʝʥʠʭ ʦʧʮʽʻʶ -c, ʧʦʪʽʤ ʚʽʜʦʙʨʘʟʠʪʴ 
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ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʩʪʘʪʠʩʪʠʢʫ ʽ ʟʘʚʝʨh ʠʪʴ ʨʦʙʦʪʫ. ʎʝʡ ʨʝʞʠʤ ʢʦʨʠʩʥʠʡ ʜʣʷ 

ʛʝʥʝʨʘʮʽʾ ʩʪʘʪʠʩʪʠʢʠ ʧʨʦ ʷʢʽʩʪʴ ʤʝʨʝʞʽ 

-ʩ COUNT ɺʩʪʘʥʦʚʠʪʠ ʢʽʣʴʢʽʩʪʴ ʮʠʢʣʽʚ, ʧʽʩʣʷ ʷʢʠʭ mtr ʟʘʚʝʨʰʠʪʴ ʨʦ-

ʙʦʪʫ 

-s BYTES ʈʦʟʤʽʨ ʧʘʢʝʪʽʚ, ʱʦ ʧʦʩʠʣʘʶʪʴʩʷ 

-n ʅʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ DNS. ɺʽʜʦʙʨʘʞʘʪʠ IP-ʘʜʨʝʩʠ ʽ ʥʝ ʥʘʤʘ-

ʛʘʪʠʩʷ ʦʪʨʠʤʘʪʠ ʾʭ ʭʦʩʪʥʝʡʤʠ 

-o fields order ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ ʮʶ ʦʧʮʽʶ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ ʚʽʜʦʙʨʘʞʫʚʘʥʽ 

ʧʦʣʷ, ʥʘʧʨʠʢʣʘʜ-o "LSD NBAW" 

 

ʇʨʦʩʪʠʡ ʧʨʠʢʣʘʜ ʷʢ ʚʠʛʣʷʜʘʻ ʢʦʤʘʥʜʘ: 

mtr webxl.ru 

ʇʦʨʷʜʦʢ ʚʠʢʦʥʘʥʥʷ ʨʦʙʦʪʠ 

ɿʘʚʜʘʥʥʷ 1. ʂʦʤʘʥʜʘ ping 

1. ɿʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʜʣʷ ʮʽʻʾ ʢʦʤʘʥʜʠ ʧʨʠʡʥʷʪʠʡ ʽʥʪʝʨʚʘʣ ʤʽʞ ʚʽʜʧʨʘʚʢʘʤʠ 

ʧʘʢʝʪʽʚ 1 ʩʝʢʫʥʜʘ; ʟʙʽʣʴʰʠʪʴ ʡʦʛʦ ʜʦ 5 ʩʝʢʫʥʜ, ʧʦʪʽʤ ʟʤʝʥʰʠʪʴ ʜʦ 0.1 ʟʘ ʜʦ-

ʧʦʤʦʛʦʶ ʘʨʛʫʤʝʥʪʫ ïi. 

2. ɿʘ ʜʦʧʦʤʦʛʦʶ ʘʨʛʫʤʝʥʪʫ -ʩ ʟʘʚʝʨʰʽʪʴ ʨʦʙʦʪʫ ʘʚʪʦʤʘʪʠʯʥʦ ʧʽʩʣʷ ʚʽʜʧʨʘʚʢʠ 5 

ʧʘʢʝʪʽʚ ʥʘ google.com (ʟʘʚʝʨʰʝʥʥʷ ʜʦ ʧʨʠʡʦʤʫ ʚʽʜʧʦʚʽʜʽ!). 

3. ʉʧʨʦʙʫʡʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟʚʫʢʦʚʠʡ ʩʠʛʥʘʣ (ʘʨʛʫʤʝʥʪ -ʘ); ʮʷ ʬʫʥʢʮʽʷ ʙʫ-

ʚʘʻ ʢʦʨʠʩʥʘ, ʷʢʱʦ ʜʦʚʛʠʡ ʯʘʩ ʚʽʜ ʭʦʩʪʘ ʥʝʤʘʻ ʚʽʜʧʦʚʽʜʽ, ʚʠ ʟʘʩʪʦʩʦʚʫʻʪʝ ʨʽʟ-

ʥʽ ʚʘʨʽʘʥʪʠ ʨʽʰʝʥʥʷ, ʽ ʷʢ ʪʽʣʴʢʠ ʚʠʧʨʘʚʠʣʠ ʧʦʤʠʣʢʫ ï ʯʫʻʪʝ ʟʚʫʢ. 

4. ɿʤʽʥʽʪʴ ʨʦʟʤʽʨ ʧʦʩʠʣʘʻʪʴʩʷ ʧʘʢʝʪʫ ʟ 56 ʙʘʡʪ ʜʦ 100 ʙʘʡʪ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʦʧʮʽʶ ïs. 

5. ʥʝ ʧʝʨʝʨʠʚʘʶʯʠ ʢʦʤʘʥʜʫ ʧʽʥʛ ʧʦʜʠʚʽʪʴʩʷ ʩʪʘʪʠʩʪʠʢʫ ʚʠʢʦʥʘʥʥʷ (ʥʘʪʠʩʥʽʪʴ 

CTRL + |) 
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ɿʘʚʜʘʥʥʷ 2. ʂʦʤʘʥʜʘ arp 

1. ʇʦʜʠʚʽʪʴʩʷ ʚʽʜʧʦʚʽʜʥʽʩʪʴ IP-ʘʜʨʝʩʠ ʽ MAC-ʘʜʨʝʩʠ, ʱʦ ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʣʦʢʘ-

ʣʴʥʦʤʫ ʢʝʰʽ ARP; ʚʠʟʥʘʯʪʝ, ʢʦʞʥʫ ʟ ʢʦʣʦʥʦʢ ï ʱʦ ʚʦʥʘ ʚʽʜʦʙʨʘʞʘʻ? 

2. ʧʦʚʪʦʨʽʪʴ ʢʦʤʘʥʜʠ ʜʣʷ ʜʦʜʘʚʘʥʥʷ ʽ ʚʠʜʘʣʝʥʥʷ ʚʫʟʣʘ, ʧʦʚ'ʷʟʘʥʦʛʦ ʟ IP-

ʘʜʨʝʩʦʶ ï ʷʢʠʡ ʧʘʨʘʤʝʪʨ ʦʙʦʚ'ʷʟʢʦʚʠʡ ʚ ʮʠʭ ʢʦʤʘʥʜʘʭ. 

 

ɿʘʚʜʘʥʥʷ 3. ʂʦʤʘʥʜʘ arping 

1. ʇʦʚʪʦʨʽʪʴ ʚʩʽ ʦʧʮʽʾ, ʷʢʽ ʚʦʥʘ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ; ʚ ʯʦʤʫ ʦʩʥʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ 

ʚʽʜ ʢʦʤʘʥʜʠ ping, ʷʢʽ ʦʧʮʽʾ ʩʭʦʞʽ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʩʫʪʪʻʚʦ? 

2. ʯʠ ʤʦʞʥʘ ʧʨʦʜʦʚʞʠʪʠ ʨʦʙʦʪʫ ʮʽʻʾ ʫʪʠʣʽʪʠ ʧʽʩʣʷ ʪʦʛʦ ʷʢ ʙʫʣʠ ʧʨʠʡʥʷʪʽ ʚʩʽ 

ʚʽʜʧʦʚʽʜʽ? ʗʢɦ ʦ ʪʘʢ ï ʷʢʠʤ ʯʠʥʦʤ. 

 

ɿʘʚʜʘʥʥʷ 4. ʂʦʤʘʥʜʠ traceroute ʽ mtr. 

1. ʅʘʧʠʰʽʪʴ ʧʨʠʢʣʘʜ ʢʦʤʘʥʜʠ traceroute ʜʣʷ ʩʘʡʪʫ google.com, ʜʣʷ ʯʦʛʦ ʾʾ ʤʦʞ-

ʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽ ʱʦ ʤʦʞʥʘ ʧʦʙʘʯʠʪʠ ʚ ʨʝʟʫʣʴʪʘʪʽ. 

2. ʑʦ ʪʘʢʝ mtr? ʗʢ ʮʷ ʢʦʤʘʥʜʘ ʧʦʚ'ʷʟʘʥʘ ʟ traceroute? ʅʘʚʝʜʽʪʴ ʧʨʠʢʣʘʜ ʚʠʢʦ-

ʨʠʩʪʘʥʥʷ ʽ ʦʧʠʰʽʪʴ ʨʝʟʫʣʴʪʘʪ 

ʇʠʪʘʥʥʷ ʜʣʷ ʩʘʤʦʧʝʨʝʚʽʨʢʠ 

1. ʅʘʚʝʜʽʪʴ 4 ʚʘʨʽʘʥʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ping ʜʣʷ ʨʽʟʥʠʭ ʮʽʣʝʡ ʢʦʨʠʩʪʫʚʘʯʘ. 

2. ʋ ʯʦʤʫ ʛʦʣʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ ʤʽʞ ping ʪʘ arping? 

3. ʑʦ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʧʦʙʘʯʠʪʠ ʪʘʙʣʠʮʷ, ʷʢʘ ʟ'ʷʚʠʪʴʩʷ ʥʘ ʝʢʨʘʥʽ ʚ ʨʝʟʫʣʴʪʘʪʽ 

ʢʦʤʘʥʜʠ. 

arp-a? 

4. ʗʢ ʜʦʜʘʪʠ ʽ ʚʠʜʘʣʠʪʠ ʚʫʟʦʣ ʚ ʪʘʙʣʠʮʶ ARP? 

5. ʑʦ ʜʦʟʚʦʣʷʻ ʨʦʙʠʪʠ ʢʦʤʘʥʜʘ traceroute? ʆʧʠʰʽʪʴ ʧʨʠʥʮʠʧ ʨʦʙʦʪʠ ʫʪʠʣʽʪʠ 

6. ʆʧʠʰʽʪʴ ʢʽʣʴʢʘ ʧʨʠʢʣʘʜʽʚ ʦʧʮʽʡ ʜʣʷ ʢʦʤʘʥʜʠ mtr. ʋ ʯʦʤʫ ʾʾ ʚʽʜʤʽʥʥʽʩʪʴ ʚʽʜ 

traceroute? 
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ʃɸɹʆʈɸʊʆʈʅɸ ʈʆɹʆʊɸ ˉ4 

ʄɽʈɽɾɽɺɯ ʉʅɯʌɽʈʀ ð TCPDUMP, WIRESHARK  

ʄʝʪʘ: ʆʟʥʘʡʦʤʠʪʠʩʷ ʽ ʥʘʚʯʠʪʠʩʷ ʧʨʘʮʶʚʘʪʠ ʟ ʪʘʢʠʤʠ ʤʝʨʝʞʝʚʠʤʠ ʩʥʽʬʝʨʘ-

ʤʠ, ʷʢ tcpdump ʪʘ wireshark. ʆʩʚʦʻʥʥʷ ʘʥʘʣʽʟʘʪʦʨʽʚ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ, ʦʪʨʠʤʘʥʥʷ 

ʥʘʚʠʯʦʢ ʥʘʧʠʩʘʥʥʷ ʬʽʣʴʪʨʽʚ ʜʣʷ ʘʥʘʣʽʟʘʪʦʨʽʚ ʪʘ ʦʟʥʘʡʦʤʣʝʥʥʷ ʟʽ ʩʪʝʢʦʤ ʤʝʨʝʞʝ-

ʚʠʭ ʧʨʦʪʦʢʦʣʽʚ 

ʂʦʨʦʪʢʽ ʪʝʦʨʝʪʠʯʥʽ ʚʽʜʦʤʦʩʪʽ 

ɸʥʘʣʽʟʘʪʦʨ ʪʨʘʬʽʢʫ, ʘʙʦ ʩʥʽʬʝʨ (ʚʽʜ ʘʥʛʣ. To sniff ï ʥʶʭʘʪʠ) ï ʤʝʨʝʞʝʚʠʡ 

ʘʥʘʣʽʟʘʪʦʨ ʪʨʘʬʽʢʫ, ʧʨʦʛʨʘʤʘ ʘʙʦ ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʡ ʧʨʠʩʪʨʽʡ, ʧʨʠʟʥʘʯʝʥʠʡ 

ʜʣʷ ʧʝʨʝʭʦʧʣʝʥʥʷ ʽ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ, ʘʙʦ ʪʽʣʴʢʠ ʘʥʘʣʽʟʫ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, 

ʧʨʠʟʥʘʯʝʥʦʛʦ ʜʣʷ ʽʥʰʠʭ ʚʫʟʣʽʚ. 

ʉʥʽʬʝʨ ʤʦʞʝ ʘʥʘʣʽʟʫʚʘʪʠ ʪʽʣʴʢʠ ʪʝ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʡʦʛʦ ʤʝʨʝʞʝʚʫ ʢʘʨ-

ʪʫ. ɺʩʝʨʝʜʠʥʽ ʦʜʥʦʛʦ ʩʝʛʤʝʥʪʘ ʤʝʨʝʞʽ Ethernet ʫʩʽ ʧʘʢʝʪʠ ʨʦʟʩʠʣʘʶʪʴʩʷ ʚʩʽʤ ʤʘ-

ʰʠʥʘʤ, ʯʝʨʝʟ ʮʝ ʤʦʞʣʠʚʝ ʧʝʨʝʭʦʧʣʶʚʘʪʠ ʯʫʞʫ ʽʥʬʦʨʤʘʮʽʶ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʫ-

ʪʘʪʦʨʽʚ (switch, switch-hub) ʽ ʾʭ ʛʨʘʤʦʪʥʘ ʢʦʥʬʽʛʫʨʘʮʽʷ ʚʞʝ ʻ ʟʘʭʠʩʪʦʤ ʚʽʜ ʧʨʦʩʣʫ-

ʭʦʚʫʚʘʥʥʷ. ʄʽʞ ʩʝʛʤʝʥʪʘʤʠ ʽʥʬʦʨʤʘʮʽʷ ʧʝʨʝʜʘʻʪʴʩʷ ʯʝʨʝʟ ʢʦʤʫʪʘʪʦʨʠ. ʂʦʤʫʪʘʮʽʷ 

ʧʘʢʝʪʽʚ ï ʬʦʨʤʘ ʧʝʨʝʜʘʯʽ, ʧʨʠ ʷʢʽʡ ʜʘʥʽ, ʨʦʟʙʠʪʽ ʥʘ ʦʢʨʝʤʽ ʧʘʢʝʪʠ, ʤʦʞʫʪʴ ʧʝʨʝʩʠ-

ʣʘʪʠʩʷ ʟ ʚʠʭʽʜʥʦʛʦ ʧʫʥʢʪʫ ʚ ʧʫʥʢʪ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʟʥʠʤʠ ʤʘʨʰʨʫʪʘʤʠ. ʊʘʢ ʱʦ ʷʢ-

ʱʦ ʭʪʦʩʴ ʚ ʽʥʰʦʤʫ ʩʝʛʤʝʥʪʽ ʧʦʩʠʣʘʻ ʚʩʝʨʝʜʠʥʽ ʥʴʦʛʦ ʙʫʜʴ-ʷʢʽ ʧʘʢʝʪʠ, ʪʦ ʫ ʚʘʰ ʩʝ-

ʛʤʝʥʪ ʢʦʤʫʪʘʪʦʨ ʮʽ ʜʘʥʽ ʥʝ ʚʽʜʧʨʘʚʠʪʴ. 

ʇʝʨʝʭʦʧʣʝʥʥʷ ʪʨʘʬʽʢʫ ʤʦʞʝ ʟʜʽʡʩʥʶʚʘʪʠʩʷ: 

ʘ. ɿʚʠʯʘʡʥʠʤ "ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷʤ" ʤʝʨʝʞʝʚʦʛʦ ʽʥʪʝʨʬʝʡʩʫ (ʤʝʪʦʜ ʝʬʝʢʪʠʚ-

ʥʠʡ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʚ ʩʝʛʤʝʥʪʽ ʢʦʥʮʝʥʪʨʘʪʦʨʽʚ (ʭʘʙʽʚ) ʟʘʤʽʩʪʴ ʢʦʤʫʪʘ-

ʪʦʨʽʚ (ʩʚʽʪʯʝʡ), ʚ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ ʤʝʪʦʜ ʤʘʣʦʝʬʝʢʪʠʚʥʠʡ, ʦʩʢʽʣʴʢʠ ʥʘ 

ʩʥʽʬʝʨ ʧʦʪʨʘʧʣʷʶʪʴ ʣʠʰʝ ʦʢʨʝʤʽ ʬʨʝʡʤʠ); 

ʙ. ʇʽʜʢʣʶʯʝʥʥʷʤ ʩʥʽʬʝʨʘ ʚ ʨʦʟʨʠʚ ʢʘʥʘʣʫ; 

ʚ. ɺʽʜʛʘʣʫʞʝʥʥʷʤ (ʧʨʦʛʨʘʤʥʠʤ ʘʙʦ ʘʧʘʨʘʪʥʠʤ) ʪʨʘʬʽʢʫ ʽ ʩʧʨʷʤʫʚʘʥʥʷʤ ʡʦ-

ʛʦ ʢʦʧʽʾ ʥʘ ʩʥʽʬʝʨ; 
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ʛ. ʏʝʨʝʟ ʘʥʘʣʽʟ ʧʦʙʽʯʥʠʭ ʝʣʝʢʪʨʦʤʘʛʥʽʪʥʠʭ ʚʠʧʨʦʤʽʥʶʚʘʥʴ ʽ ʚʽʜʥʦʚʣʝʥʥʷ 

ʪʘʢʠʤ ʯʠʥʦʤ ʪʨʘʬʽʢʫ, ʱʦ ʧʨʦʩʣʫʭʦʚʫʻʪʴʩʷ; 

ʜ. ʏʝʨʝʟ ʘʪʘʢʫ ʥʘ ʢʘʥʘʣʴʥʦʤʫ (MAC-spoofing) ʘʙʦ ʤʝʨʝʞʝʚʦʤʫ ʨʽʚʥʽ (IP-

spoofing), ʱʦ ʧʨʠʚʦʜʠʪʴ ʜʦ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʪʨʘʬʽʢʫ ʞʝʨʪʚʠ ʘʙʦ ʚʩʴʦʛʦ 

ʪʨʘʬʽʢʫ ʩʝʛʤʝʥʪʫ ʥʘ ʩʥʽʬʝʨ ʟ ʧʦʜʘʣʴʰʠʤ ʧʦʚʝʨʥʝʥʥʷʤ ʪʨʘʬʽʢʫ ʚ ʥʘʣʝʞʥʫ 

ʘʜʨʝʩʫ. 

ʅʘ ʧʦʯʘʪʢʫ 1990-ʭ ʰʠʨʦʢʦ ʟʘʩʪʦʩʦʚʫʚʘʚʩʷ ʭʘʢʝʨʘʤʠ ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʢʦʨʠʩ-

ʪʫʚʘʣʴʥʠʮʴʢʠʭ ʣʦʛʽʥʽʚ ʽ ʧʘʨʦʣʽʚ, ʷʢʽ ʚ ʨʷʜʽ ʤʝʨʝʞʝʚʠʭ ʧʨʦʪʦʢʦʣʽʚ ʧʝʨʝʜʘʶʪʴʩʷ ʚ 

ʥʝʟʘʰʠʬʨʦʚʘʥʦʤʫ ʘʙʦ ʩʣʘʙʦʟʘʰʠʬʨʦʚʘʥʦʤʫ ʚʠʛʣʷʜʽ. ʐʠʨʦʢʝ ʧʦʰʠʨʝʥʥʷ ʭʘʙʽʚ 

ʜʦʟʚʦʣʷʣʦ ʟʘʭʦʧʣʶʚʘʪʠ ʪʨʘʬʽʢ ʙʝʟ ʚʝʣʠʢʠʭ ʟʫʩʠʣʴ ʫ ʚʝʣʠʢʠʭ ʩʝʛʤʝʥʪʘʭ ʤʝʨʝʞʽ 

ʧʨʘʢʪʠʯʥʦ ʙʝʟ ʨʠʟʠʢʫ ʙʫʪʠ ʚʠʷʚʣʝʥʠʤ. 

ʉʥʽʬʝʨʠ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʷʢ ʚ ʧʦʟʠʪʠʚʥʠʭ, ʪʘʢ ʽ ʚ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʮʽʣʷʭ. ɸʥʘ-

ʣʽʟ ʧʨʦʡʰʦʚ ʯʝʨʝʟ ʩʥʽʬʝʨ ʪʨʘʬʽʢʫ ʜʦʟʚʦʣʷʻ: 

ʘ. ɺʠʷʚʠʪʠ ʧʘʨʘʟʠʪʥʠʡ, ʚʽʨʫʩʥʠʡ ʽ ʟʘʢʽʣʴʮʴʦʚʘʥʠʡ ʪʨʘʬʽʢ, ʥʘʷʚʥʽʩʪʴ ʷʢʦʛʦ 

ʟʙʽʣʴʰʫʻ ʟʘʚʘʥʪʘʞʝʥʥʷ ʤʝʨʝʞʥʦʛʦ ʫʩʪʘʪʢʫʚʘʥʥʷ ʽ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ (ʩʥʽʬʝ-

ʨʠ ʪʫʪ ʤʘʣʦʝʬʝʢʪʠʚʥʽ; ʷʢ ʧʨʘʚʠʣʦ, ʜʣʷ ʮʠʭ ʮʽʣʝʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʙʽʨ ʨʽ-

ʟʥʦʤʘʥʽʪʥʦʾ ʩʪʘʪʠʩʪʠʢʠ ʩʝʨʚʝʨʘʤʠ ʽ ʘʢʪʠʚʥʠʤ ʤʝʨʝʞʥʠʤ ʫʩʪʘʪʢʫʚʘʥʥʷʤ ʽ 

ʾʾ ʧʦʜʘʣʴʰʠʡ ʘʥʘʣʽʟ). 

ʙ. ɺʠʷʚʠʪʠ ʚ ʤʝʨʝʞʽ ʰʢʽʜʣʠʚʝ ʽ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʇɿ, ʥʘʧʨʠʢʣʘʜ, ʤʝʨʝʞʝʚʽ 

ʩʢʘʥʝʨʠ, ʬʣʫʜʝʨʠ, ʪʨʦʷʥʩʴʢʽ ʧʨʦʛʨʘʤʠ, ʢʣʽʻʥʪʠ ʧʽʨʽʥʛʦʚʠʭ ʤʝʨʝʞ ʪʘ ʽʥʰʽ 

(ʮʝ ʟʘʟʚʠʯʘʡ ʨʦʙʣʷʪʴ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʩʥʽʬʝʨ ʤʦʥʽʪʦʨʽʚ ʤʝ-

ʨʝʞʥʦʾ ʘʢʪʠʚʥʦʩʪʽ). 

ʚ. ʇʝʨʝʭʦʧʠʪʠ ʙʫʜʴ-ʷʢʠʡ ʥʝʟʘʰʠʬʨʦʚʘʥʠʡ (ʘ ʜʝʢʦʣʠ ʽ ʟʘʰʠʬʨʦʚʘʥʠʡ) ʪʨʘ-

ʬʽʢ ʢʦʨʠʩʪʫʚʘʯʘ ʟ ʤʝʪʦʶ ʦʪʨʠʤʘʥʥʷ ʧʘʨʦʣʽʚ ʽ ʽʥʰʦʾ ʽʥʬʦʨʤʘʮʽʾ. 

ʛ. ʃʦʢʘʣʽʟʫʚʘʪʠ ʥʝʩʧʨʘʚʥʽʩʪʴ ʤʝʨʝʞʽ ʘʙʦ ʧʦʤʠʣʢʫ ʢʦʥʬʽʛʫʨʘʮʽʾ ʤʝʨʝʞʥʠʭ 

ʘʛʝʥʪʽʚ (ʜʣʷ ʮʽʻʾ ʤʝʪʠ ʩʥʽʬʝʨʠ ʯʘʩʪʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʩʠʩʪʝʤʥʠʤʠ ʘʜʤʽʥʽʩ-

ʪʨʘʪʦʨʘʤʠ) 

ɼʘʣʽ ʨʦʟʧʦʚʽʤʦ ʜʦʢʣʘʜʥʽʰʝ ʧʨʦ ʢʦʥʢʨʝʪʥʠʭ ʧʨʝʜʩʪʘʚʥʠʢʽʚ ʩʥʽʬʬʝʨʽʚ. 
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tcpdump 

tcpdump (ʚʽʜ TCP ʽ ʘʥʛʣ. dump ï ʟʚʘʣʠʱʝ, ʩʢʠʜʘʪʠ) ï ʫʪʠʣʽʪʘ UNIX, ʜʦʟʚʦ-

ʣʷʻ ʧʝʨʝʭʦʧʣʶʚʘʪʠ ʽ ʘʥʘʣʽʟʫʚʘʪʠ ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʢʦʤʧ'ʶ-

ʪʝʨ, ʥʘ ʷʢʦʤʫ ʟʘʧʫʱʝʥʘ ʜʘʥʘ ʧʨʦʛʨʘʤʘ. 

ɼʣʷ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ ʧʦʪʨʽʙʥʘ ʥʘʷʚʥʽʩʪʴ ʧʨʘʚ ʩʫʧʝʨʢʦʨʠʩʪʫʚʘʯʘ ʽ ʧʨʷ-

ʤʠʡ ʜʦʩʪʫʧ ʜʦ ʧʨʠʩʪʨʦʶ. 

ʆʩʥʦʚʥʽ ʧʨʠʟʥʘʯʝʥʥʷ tcpdump: 

ï ʥʘʣʘʛʦʜʞʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʜʦʜʘʪʢʽʚ 

ï ʥʘʣʘʛʦʜʞʝʥʥʷ ʤʝʨʝʞʽ ʽ ʤʝʨʝʞʥʦʾ ʢʦʥʬʽʛʫʨʘʮʽʾ ʚ ʮʽʣʦʤʫ 

TcpDump ï ʩʥʽʬʬʝʨ, ʱʦ ʥʘʡʙʽʣʴʰ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʧʽʜ *nix ʩʠʩʪʝʤʠ. 

ɺʠ ʤʦʞʝʪʝ ʟʥʘʡʪʠ ʡʦʛʦ ʚ ʙʫʜʴ-ʷʢʦʤʫ ʟ ʦʩʪʘʥʥʽʭ ʜʠʩʪʨʠʙʫʪʠʚʽʚ ʪʽʻʾ ʦʧʝʨʘʮʽʡʥʦʾ 

ʩʠʩʪʝʤʠ, ʷʢʫ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ. 

ʆʧʮʽʾ ʢʦʤʘʥʜʥʦʛʦ ʨʷʜʢʘ: 

TcpDump [ -adeflnNOpqStvx ] [ -c count ] [ -F file ] [ -i interface ] [ -r file ] [ -s 

snaplen ] [ -T type ] [ -w file ] [ expression ] 

 

ʇʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʘʥʥʷ 

-a ɼʦʟʚʦʣʷʻ ʢʦʥʚʝʨʪʫʚʘʪʠ ʤʝʨʝʞʝʚʽ ʽ ʰʠʨʦʢʦʤʦʚʥʽ ʘʜʨʝʩʠ ʚ 

ʽʤʝʥʘ 

-c ɺʠʭʽʜ ʧʽʩʣʷ ʦʙʨʦʙʢʠ count ʧʘʢʝʪʽʚ 

-d ɺʠʚʦʜʠʪʴ ʚʤʽʩʪ ʧʘʢʝʪʫ ʫ ʟʨʦʟʫʤʽʣʦʤʫ ʣʶʜʠʥʽ ʚʠʛʣʷʜʽ 

-dd ɺʠʚʦʜʠʪʴ ʚʤʽʩʪ ʧʘʢʝʪʫ ʷʢ ʬʨʘʛʤʝʥʪ ʉʽ-ʧʨʦʛʨʘʤʠ 

-ddd ɺʠʚʦʜʠʪʴ ʚʤʽʩʪ ʧʘʢʝʪʫ ʚ ʜʝʩʷʪʢʦʚʦʤʫ ʚʠʛʣʷʜʽ 

-e ɺʠʚʦʜʠʪʴ ʟʘʛʦʣʦʚʢʠ ʢʘʥʘʣʴʥʦʛʦ ʨʽʚʥʷ ʚ ʢʦʞʥʽʡ ʥʦʚʽʡ ʨʷʜʢʫ 

-f ɺʠʚʦʜʠʪʴ ʘʜʨʝʩʠ ʚʽʜʜʘʣʝʥʠʭ ʽ ʣʦʢʘʣʴʥʦʛʦ ʭʦʩʪʽʚ ʙʝʟ ʧʝʨʝʪ-

ʚʦʨʝʥʥʷ ʚ ʽʤʝʥʘ 

-F ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ file ʟ ʦʧʠʩʦʤ ʧʘʨʘʤʝʪʨʽʚ ʬʽʣʴʪʨʘʮʽʾ (ʜʦʜʘ-

ʪʢʦʚʽ ʚʠʨʘʟʠ ʚ ʢʦʤʘʥʜʥʦʤʫ ʨʷʜʢʫ ʽʛʥʦʨʫʶʪʴʩʷ) 

-i ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽʥʪʝʨʬʝʡʩ interface ʜʣʷ ʪʨʘʩʫʚʘʥʥʷ. ʗʢʱʦ 
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ʥʝ ʚʠʟʥʘʯʝʥʠʡ, tcpdump ʟʥʘʭʦʜʠʪʴ ʘʢʪʠʚʥʠʡ ʤʝʨʝʞʝʚʠʡ ʽʥ-

ʪʝʨʬʝʡʩ ʟ ʥʘʡʤʝʥʰʠʤ ʥʦʤʝʨʦʤ (ʚʠʢʣʶʯʘʶʯʠ loopback) 

-l ɺʠʢʦʨʠʩʪʦʚʫʻ ʙʫʬʝʨʠʟʦʚʘʥʥʠʡ ʚʠʚʽʜ ʥʘ stdout. ʂʦʨʠʩʥʠʤ 

ʤʦʞʝ ʚʠ̫ ʚʠʪʠʩʷ ʢʦʥʩʪʨʫʢʮʽʷ ʚʠʛʣʷʜʫ "tcpdump-l | tee dat'' 

or" tcpdump-l> dat & tail-f dat'' 

-n ʅʝ ʧʝʨʝʪʚʦʨʶʚʘʪʠ ʘʜʨʝʩʠ (ʪʦʙʪʦ, ʘʜʨʝʩʫ ʭʦʩʪʘ, ʥʦʤʝʨ ʧʦʨʪʫ 

ʽ ʪ.ʧ.) ʚ ʽʤʝʥʘ 

-N ʅʝ ʜʨʫʢʫʚʘʪʠ ʜʦʤʝʥʥʝ ʽʤ'ʷ ʚ ʽʤʝʥʽ ʭʦʩʪʘ. ʊʦʙʪʦ, ʷʢʱʦ ʚʠʢʦ-

ʨʠʩʪʘʥʠʡ ʜʘʥʠʡ ʧʨʘʧʦʨʝʮʴ, tcpdump ʥʘʜʨʫʢʫʻ "nic'' ʟʘʤʽʩʪʴ" 

nic.ddn.mil'' 

-O ʅʝ ʟʘʧʫʩʢʘʪʠ ʦʧʪʠʤʽʟʘʪʦʨ ʧʘʢʝʪʽʚ 

-p ʅʝ ʧʝʨʝʚʦʜʠʪʠ ʤʝʨʝʞʝʚʠʡ ʽʥʪʝʨʬʝʡʩ ʚ "promiscuous mode" 

-q ɺʠʚʦʜʠʪʴ ʽʥʬʦʨʤʘʮʽʶ ʚ ʩʢʦʨʦʯʝʥʦʤʫ ʚʠʛʣʷʜʽ 

-r ʏʠʪʘʻ ʧʘʢʝʪʠ ʟ ʬʘʡʣʫ file (ʷʢʽ ʩʪʚʦʨʝʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʦʧʮʽʾ-

w). ʗʢʱʦ ʚʠ ʭʦʯʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚ ʷʢʦʩʪʽ ʚʚʝʜʝʥʥʷ ʢʦʥ-

ʩʦʣʴ, ʪʦ file ʮʝ "-'' 

-s ɺʠʜʘʻ snaplen ʙʘʡʪ ʢʦʞʥʦʛʦ ʧʘʢʝʪʘ (ʚ SunOS'ʦʚʩʦʢʦʤʫ NIT 

ʤʽʥʽʤʘʣʥɹʘ ʢʽʣʴʢʽʩʪʴ 96). 68 ʙʘʡʪ ʜʦʩʪʘʪʥʴʦ ʜʣʷ ʧʨʦʪʦʢʦʣʽʚ 

IP, ICMP, TCP ʽ UDP, ʧʨʦʪʝ ʦʙʨʽʟʘʻ ʽʥʬʦʨʤʘʮʽʶ ʟ ʙʽʣʴʰ ʚʠ-

ʩʦʢʠʭ ʨʽʚʥʽʚ, ʩʢʘʞʽʤʦ, DNS ʽ NFS ʧʘʢʝʪʽʚ 

-T ʇʨʠʤʫʩʦʚʘ ʽʥʪʝʨʧʨʝʪʘʮʽʷ ʧʘʢʝʪʽʚ ʧʦ ʪʠʧʫ type ʚʽʜʧʦʚʽʜʥʠʭ 

ʤʘʩʮʽ "expression". ʅʘ ʜʘʥʠʡ ʤʦʤʝʥʪ ʚʽʜʦʤʽ ʥʘʩʪʫʧʥʽ ʪʠʧʠ: 

rpc (Remote Procedure Call), rtp (Real-Time Applications 

protocol), rtcp (Real-Time Applications control protocol), vat 

(Visual Audio Tool), ʽ wb (distributed White Board) 

-S ɺʠʚʦʜʠʪʴ ʘʙʩʦʣʶʪʥʠʡ ʥʦʤʝʨ TCP-ʧʘʢʝʪʫ 

-t ʅʝ ʚʠʚʦʜʠʪʴ ʯʘʩ ʚ ʢʦʞʥʦʤʫ ʨʷʜʢʫ 

-tt ɺʠʚʦʜʠʪʴ ʥʝʬʦʨʤʘʪʦʚʘʥʠʡ ʯʘʩ ʚ ʢʦʞʥʦʤʫ ʨʷʜʢʫ 

-v ɼʝʪʘʣʴʥʠʡ ʚʠʚʽʜ. ʅʘʧʨʠʢʣʘʜ, ʯʘʩ ʞʠʪʪʷ ʧʘʢʝʪʽʚ ʪʘ ʪʠʧ ʩʝʨ-

ʚʽʩʫ 

-vv ɹʽʣʴʰ ʜʝʪʘʣʴʥʠʡ ʚʠʚʽʜ. ʅʘʧʨʠʢʣʘʜ, ʚʠʚʽʜ ʜʦʜʘʪʢʦʚʠʭ ʧʦʣʽʚ 

NFS reply packets 
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-w ɿʘʧʠʩʫʻ raw-ʧʘʢʝʪʠ ʚ file, ʷʢʽ ʚʠ ʟʤʦʞʝʪʝ ʥʘʜʘʣʽ ʨʦʟʰʠʬʨʫ-

ʚʘʪʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʧʮʽʾ-r. ʗʢʱʦ ʚʠ ʭʦʯʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫ-

ʚʘʪʠ ʚ ʷʢʦʩʪʽ ʚʠʚʦʜʫ ʢʦʥʩʦʣʴ, ʪʦ file ʮʝ "-'' 

-x ɺʠʚʦʜʠʪʴ ʢʦʞʝʥ ʧʘʢʝʪ ʚ ʰʽʩʪʥʘʜʮʷʪʢʦʚʦʤʫ ʚʠʛʣʷʜʽ (ʙʝʟ ʟʘ-

ʛʦʣʦʚʢʘ). ʅʘ ʚʠʚʽʜ ʙʫʜʝ ʚʽʜʧʨʘʚʣʝʥʦ snaplen ʙʘʡʪ 

 

ʇʨʠʢʣʘʜʠ: 

ʗʢʱʦ tcpdump ʟʘʧʫʩʪʠʪʠ ʙʝʟ ʧʘʨʘʤʝʪʨʽʚ, ʚʽʥ ʙʫʜʝ ʚʠʚʦʜʠʪʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ 

ʚʩʽ ʤʝʨʝʞʝʚʽ ʧʘʢʝʪʠ. ɿʘ ʜʦʧʦʤʦʛʦʶ ʧʘʨʘʤʝʪʨʘ -i ʤʦʞʥʘ ʚʢʘʟʘʪʠ ʤʝʨʝʞʝʚʠʡ ʽʥʪʝʨ-

ʬʝʡʩ, ʟ ʷʢʦʛʦ ʩʣʽʜ ʧʨʠʡʤʘʪʠ ʜʘʥʽ: 

# tcpdump -i eth2 

ʑʦʙ ʜʽʟʥʘʪʠʩʷ ʦʪʨʠʤʘʥʽ ʘʙʦ ʚʽʜʧʨʘʚʣʝʥʽ ʧʘʢʝʪʠ ʚʽʜ ʧʝʚʥʦʛʦ ʭʦʩʪʘ, ʥʝʦʙʭʽʜʥʦ ʡʦʛʦ 

ʽʤ'ʷ ʘʙʦ IP-ʘʜʨʝʩʫ ʚʢʘʟʘʪʠ ʧʽʩʣʷ ʢʣʶʯʦʚʦʛʦ ʩʣʦʚʘ host: 

# tcpdump host nameofserver 

ʑʦʙ ʜʽʟʥʘʪʠʩʷ ʧʨʦ ʧʘʢʝʪʠ ʷʢʠʤʠ ʦʙʤʽʥʶʶʪʴʩʷ nameofserverA ʪʘ nameofserverB: 

# tcpdump host nameofserverA and nameofserverB 

ɼʣʷ ʚʽʜʩʪʝʞʝʥʥʷ ʪʽʣʴʢʠ ʚʠʭʽʜʥʠʭ ʧʘʢʝʪʽʚ ʚʽʜ ʷʢʦʛʦʩʴ ʚʫʟʣʘ ʧʦʪʨʽʙʥʦ ʚʢʘʟʘʪʠ ʥʘ-

ʩʪʫʧʥʝ: 

# tcpdump src host nameofserver 

ʊʽʣʴʢʠ ʚʭʽʜʥʽ ʧʘʢʝʪʠ: 

# tcpdump dst host nameofserver 

ʇʦʨʪ ʚʽʜʧʨʘʚʥʠʢʘ ʽ ʧʦʨʪ ʦʜʝʨʞʫʚʘʯʘ ʚʽʜʧʦʚʽʜʥʦ: 

# tcpdump dst port 80 

# tcpdump src port 22 

ʑʦʙ ʚʽʜʩʪʝʞʫʚʘʪʠ ʦʜʠʥ ʟ ʧʨʦʪʦʢʦʣʽʚ TCP, UDP, ICMP, ʡʦʛʦ ʥʘʟʚʫ ʩʣʽʜ ʚʢʘʟʘʪʠ ʚ 

ʢʦʤʘʥʜʽ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʦʧʝʨʘʪʦʨʽʚ and (&&), or (||) ʽ not (!) ɼʦʟʚʦʣʷʻ ʟʘʜʘʚʘʪʠ ʬʽ-

ʣʴʪʨʠ ʙʫʜʴ-ʷʢʦʾ ʩʢʣʘʜʥʦʩʪʽ. ʇʨʠʢʣʘʜ ʬʽʣʴʪʨʘ, ʱʦ ʚʽʜʩʣʽʜʢʦʚʫʻ ʪʽʣʴʢʠ UDP-ʧʘʢʝʪʠ, 

ʱʦ ʧʨʠʭʦʜʷʪʴ ʟ ʟʦʚʥʽʰʥʴʦʾ ʤʝʨʝʞʽ: 

# tcpdump udp and not src net localnet 
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ʇʨʠʢʣʘʜʠ ʚʠʢʦʨʠʩʪʘʥʥʷ tcpdump ʷʢ ʬʽʣʴʪʨʘ: 

ɺʠʜʘʯʘ ʚʩʽʭ ʚʭʽʜʥʠʭ ʪʘ ʚʠʭʽʜʥʠʭ ʧʘʢʝʪʽʚ ʚʽʜ sundown: 

#tcpdump host sundown 

ɺʠʜʘʯʘ ʪʨʘʬʽʢʫ ʤʽʞ helios ʽ ʦʜʥʠʤ ʟ ʜʚʦʭ hot ʘʙʦ ace: 

#tcpdump host helios and \(hot or ace \) 

ɺʠʜʘʯʘ ʚʩʽʭ ʧʨʘʢʝʪʦʚ ʤʽʞ ace ʪʘ ʽʥʰʠʤʠ ʭʦʩʪʘʤʠ, ʚʠʢʣʶʯʘʶʯʠ helios: 

#tcpdump ip host ace and not helios 

ɺʠʜʘʯʘ ʪʨʘʬʽʢʫ ʤʽʞ ʤʘʰʠʥʦʶ ʽ ʤʘʰʠʥʦʶ, ʱʦ ʟʥʘʭʦʜʠʪʴʩʷ ʚ Berkeley: 

#tcpdump net ucb-ether 

ɺʠʜʘʯʘ ftp ʪʨʘʬʽʢʫ ʯʝʨʝʟ ʰʣʶʟ snup: 

#tcpdump 'gateway snup and (port ftp or ftp-data)' 

ɺʠʜʘʯʘ ʪʨʘʬʽʢʫ ʤʘʰʠʥʘʤ, ʱʦ ʥʝ ʥʘʣʝʞʘʪʴ ʣʦʢʘʣʴʥʽʡ ʤʝʨʝʞʽ (ʷʢʱʦ ʚʘʰʘ ʤʘʰʠʥʘ ï 

ʰʣʶʟ ʚ ʽʥh ʫ ʤʝʨʝʞʫ, tcpdump ʥʝ ʟʤʦʞʝ ʚʠʜʘʪʠ ʪʨʘʬʽʢ ʚʘʰʦʾ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ). 

#tcpdump ip and not net localnet 

ɺʠʜʘʯʘ ʩʪʘʨʪ ʽ ʩʪʦʧ ʧʘʢʝʪʽʚ (SYN ʽ FIN ʧʘʢʝʪʠ), ʷʢʽ ʥʝ ʥʘʣʝʞʘʪʴ ʜʦ ʣʦʢʘʣʴʥʦʾ ʤʝ-

ʨʝʞʽ. 

#tcpdump 'tcp[13] & 3!= 0 and not src and dst net localnet' 

ɺʠʜʘʯʘ IP ʧʘʢʝʪʽʚ ʜʦʚʞʠʥʦʶ ʙʽʣʴʰʝ 576 ʙʘʡʪ, ʧʝʨʝʜʘʥʠʭ ʯʝʨʝʟ ʰʣʶʟ snup: 

#tcpdump 'gateway snup and ip[2:2] > 576' 

ɺʠʜʘʯʘ IP broadcast ʘʙʦ multicast ʧʘʢʝʪʽʚ, ʷʢʽ ʥʝ ʧʦʩʠʣʘʶʪʴʩʷ ʯʝʨʝʟ Ethernet 

broadcast ʘʙʦ multicast: 

#tcpdump 'ether[0] & 1 = 0 and ip[16] >= 224' 

ɺʠʜʘʯʘ ʚʩʽʭ ICMP ʧʘʢʝʪʽʚ, ʷʢʽ ʥʝ ʻ ʟʘʧʠʪʘʤʠ-ʚʽʜʣʫʥʥʷʤʠ / ʚʽʜʧʦʚʽʜʷʤʠ (ʪʦʙʪʦ, ʥʝ 

ping ʧʘʢʝʪʠ): 

#tcpdump 'icmp[0]!= 8 and icmp[0]!= 0" 

Wireshark 

Wireshark (ʨʘʥʽʰʝ ï Ethereal) ï ʧʨʦʛʨʘʤʘ-ʘʥʘʣʽʟʘʪʦʨ ʪʨʘʬʽʢʫ ʜʣʷ ʢʦʤʧ'ʶʪʝʨ-

ʥʠʭ ʤʝʨʝʞ Ethernet ʽ ʜʝʷʢʠʭ ʽʥʰʠʭ. ʄʘʻ ʛʨʘʬʽʯʥʠʡ ʢʦʨʠʩʪʫʚʘʣʴʥʠʮʴʢʠʡ ʽʥʪʝʨ-
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ʬʝʡʩ. ʋ ʯʝʨʚʥʽ 2006 ʨʦʢʫ ʧʨʦʝʢʪ ʙʫʚ ʧʝʨʝʡʤʝʥʦʚʘʥʠʡ ʚ Wireshark ʯʝʨʝʟ ʧʨʦʙʣʝʤʠ 

ʟ ʪʦʨʛʦʚʦʶ ʤʘʨʢʦʶ. 

ʌʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ, ʷʢʫ ʥʘʜʘʻ Wireshark, ʜʫʞʝ ʩʭʦʞʘ ʟ ʤʦʞʣʠʚʦʩʪʷʤʠ ʧʨʦ-

ʛʨʘʤʠ tcpdump, ʧʨʦʪʝ Wireshark ʤʘʻ ʛʨʘʬʽʯʥʠʡ ʢʦʨʠʩʪʫʚʘʣʴʥʠʮʴʢʠʡ ʽʥʪʝʨʬʝʡʩ ʽ 

ʥʘʙʘʛʘʪʦ ʙʽʣʴʰʝ ʤʦʞʣʠʚʦʩʪʝʡ ʽʟ ʩʦʨʪʫʚʘʥʥʷ ʽ ʬʽʣʴʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ. ʇʨʦʛʨʘʤʘ ʜʦ-

ʟʚʦʣʷʻ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʧʝʨʝʛʣʷʜʘʪʠ ʚʝʩʴ ʧʨʦʭʦʜʠʪʴ ʧʦ ʤʝʨʝʞʽ ʪʨʘʬʽʢ ʚ ʨʝʞʠʤʽ ʨʝʘ-

ʣʴʥʦʛʦ ʯʘʩʫ, ʧʝʨʝʚʦʜʷʯʠ ʤʝʨʝʞʥʫ ʢʘʨʪʫ ʚ ʥʝʨʦʟʙʽʨʣʠʚʠʡ ʨʝʞʠʤ (ʘʥʛʣ. promiscuous 

mode). 

ɯʩʥʫʶʪʴ ʚʝʨʩʽʾ ʜʣʷ ʙʽʣʴʰʦʩʪʽ ʪʠʧʽʚ UNIX, ʚ ʪʦʤʫ ʯʠʩʣʽ Linux, Solaris, 

FreeBSD, NetBSD, OpenBSD, Mac OS X, ʘ ʪʘʢʦʞ ʜʣʷ Windows. 

Wireshark ï ʮʝ ʜʦʜʘʪʦʢ, ʷʢʠʡ çʟʥʘʻè ʩʪʨʫʢʪʫʨʫ ʩʘʤʠʭ ʨʽʟʥʠʭ ʤʝʨʝʞʝʚʠʭ ʧʨʦ-

ʪʦʢʦʣʽʚ, ʽ ʪʦʤʫ ʜʦʟʚʦʣʷʻ ʨʦʟʽʙʨʘʪʠ ʤʝʨʝʞʝʚʠʡ ʧʘʢʝʪ, ʚʽʜʦʙʨʘʞʘʶʯʠ ʟʥʘʯʝʥʥʷ ʢʦʞ-

ʥʦʛʦ ʧʦʣʷ ʧʨʦʪʦʢʦʣʫ ʙʫʜʴ-ʷʢʦʛʦ ʨʽʚʥʷ. ʆʩʢʽʣʴʢʠ ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʚʠʢʦʨʠʩ-

ʪʦʚʫʻʪʴʩʷ pcap, ʽʩʥʫʻ ʤʦʞʣʠʚʽʩʪʴ ʟʘʭʦʧʣʝʥʥʷ ʜʘʥʠʭ ʪʽʣʴʢʠ ʟ ʪʠʭ ʤʝʨʝʞ, ʷʢʽ ʧʽʜʪ-

ʨʠʤʫʶʪʴʩʷ ʮʽʻʶ ʙʽʙʣʽʦʪʝʢʦʶ. ʊʠʤ ʥʝ ʤʝʥʰ, Wireshark ʫʤʽʻ ʧʨʘʮʶʚʘʪʠ ʟ ʙʝʟʣʽʯʯʶ 

ʬʦʨʤʘʪʽʚ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ʚʽʜʧʦʚʽʜʥʦ, ʤʦʞʥʘ ʚʽʜʢʨʠʚʘʪʠ ʬʘʡʣʠ ʜʘʥʠʭ, ʟʘʭʦʧʣʝʥʠʭ 

ʽʥʰʠʤʠ ʧʨʦʛʨʘʤʘʤʠ, ʱʦ ʨʦʟʰʠʨʶʻ ʤʦʞʣʠʚʦʩʪʽ ʟʘʭʦʧʣʝʥʥʷ. 

 

ʈʠʩʫʥʦʢ 1  ï ɻʦʣʦʚʥʝ ʚʽʢʥʦ ʧʨʦʛʨʘʤʠ 

ɿʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ 

ɺʩʽ ʦʧʮʽʾ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʜʦʩʪʫʧʥʽ ʯʝʨʝʟ ʤʝʥʶ Capture 

1. ɺʠʙʽʨ ʽʥʪʝʨʬʝʡʩʫ(Capture/Interfaces) 
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ʈʠʩʫʥʦʢ 2 - ɺʠʙʽʨ ʽʥʪʝʨʬʝʡʩʫ 

 

ʈʠʩʫʥʦʢ 3  

2. ɺʽʢʥʦ ʧʨʦʮʝʩʫ 

 

ʈʠʩʫʥʦʢ 4 ï ɺʽʢʥʦ ʧʨʦʮʝʩʫ 

3. ɿʫʧʠʥʢʘ ʟʘʭʦʧʣʝʥʥʷ ʽ ʟʘʚʘʥʪʘʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ 
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ʈʠʩʫʥʦʢ 5  

ʉʪʘʪʠʩʪʠʢʘ 

ʊʠʧʦʚʽ ʟʚʽʪʠ ʧʨʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʨʝʞʽ ʜʦʩʪʫʧʥʽ ʯʝʨʝʟ ʤʝʥʶ Statistics. ʅʠʞʯʝ 

ʥʘʚʝʜʝʥʽ ʧʨʠʢʣʘʜʠ ʚʽʜʦʙʨʘʞʝʥʥʷ ʨʽʟʥʠʭ ʟʚʽʪʽʚ. 

1. ɺʠʙʦʨ ʟʚʽʪʫ (Statistics) 

 

ʈʠʩʫʥʦʢ 6 ï ɺʠʙʽʨ ʟʚʽʪʫ 
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2. ɿʘʛʘʣʴʥʘ ʩʪʘʪʠʩʪʠʢʘ (ʤʝʥʶ Statistics/Summary) 

 

ʈʠʩʫʥʦʢ 7 - ɿʘʛʘʣʴʥʘ ʩʪʘʪʠʩʪʠʢʘ 

3. ʉʪʘʪʠʩʪʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʘʤ (ʤʝʥʶ Statistics/Protocol Hierarchy) 

 

ʈʠʩʫʥʦʢ 8 - ʉʪʘʪʠʩʪʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʘʤ 
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4. ʉʪʘʪʠʩʪʠʢʘ ʧʦ ʽʥʪʝʨʬʝʡʩʘʤ (ʤʝʥʶ Statistics/Endpoints/Ethernet) 

 

ʈʠʩʫʥʦʢ 9 - ʉʪʘʪʠʩʪʠʢʘ ʧʦ ʽʥʪʝʨʬʝʡʩʘʤ 

ʇʦʨʷʜʦʢ ʚʠʢʦʥʘʥʥʷ ʨʘʙʦʪʳ 

ɿʘʚʜʘʥʥʷ 1. ʫʪʠʣʽʪʘ tcpdump 

ʈʦʟʛʣʷʥʴʪʝ ʧʨʠʢʣʘʜ ʜʦʢʣʘʜʥʦ. ɺʘʰʝ ʟʘʚʜʘʥʥʷ ʥʘʚʯʠʪʠʩʷ ʧʨʠ ʡʦʛʦ ʜʦʧʦʤʦʟʽ 

ʧʨʘʮʶʚʘʪʠ ʟ ʫʪʠʣʽʪʦʶ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʬʽʣʴʪʨʠ. 

ʋʪʠʣʽʪʘ tcpdump ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʘʥʘʣʽʟʫ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʽ ʚʭʦʜʠʪʴ ʚ ʧʦ-

ʩʪʘʚʢʫ ʚʩʽʭ POSIX ʩʠʩʪʝʤ. ʎʷ ʫʪʠʣʽʪʘ ʚʠʚʦʜʠʪʴ ʟʘʛʦʣʦʚʢʠ ʧʘʢʝʪʽʚ, ʷʢʽ ʚʽʜʧʦʚʽʜʘ-

ʶʪʴ ʟʘʜʘʥʠʤ ʢʨʠʪʝʨʽʷʤ, ʥʘ ʤʝʨʝʞʝʚʦʤʫ ʽʥʪʝʨʬʝʡʩʽ, ʧʝʨʝʢʣʘʜʝʥʦʤʫ ʧʦʧʝʨʝʜʥʴʦ ʚ 

ʨʝʞʠʤ ʧʨʠʡʦʤʫ ʚʩʽʭ ʧʘʢʝʪʽʚ (promiscous mode). ʂʨʠʪʝʨʽʾ ʟʘʜʘʶʪʴʩʷ ʫ ʬʦʨʤʽ ʣʦʛʽʯ-

ʥʦʛʦ ʚʠʨʘʟʫ, ʥʘʧʨʠʢʣʘʜ: 

 

root@kid>tcpdump -i ed1 -vvv -X -e host kid.stu and host ics-76-3.stu 

tcpdump: listening on ed1 

13:55:29.052244 0:50:ba:57:91:80 0:2:44:3b:b4:b7 ip 98: kid.stu > ics-76-3.stu: 

icmp: echo request (ttl 64, id 45630, len 84)  
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0x0000 4500 0054 b23e 0000 4001 390b c0a8 0701 E..T.>..@.9..... 

0x0010 c0a8 070e 0800 49d9 8acc 001b 3130 3f40 ......I.....10?@  

0x0020 c7cb 0000 0809 0a0b 0c0d 0e0f 1011 1213 ................  

0x0030 1415 1617 1819 1a1b 1c1d 1e1f 2021 2223 .............!"#  

0x0040 2425 2627 2829 2a2b 2c2d 2e2f 3031 3233 $%&'()*+,-./0123 

0x0050 3435 45 

13:55:29.052625 0:2:44:3b:b4:b7 0:50:ba:57:91:80 ip 98: ics-76-3.stu > kid.stu: 

icmp: echo reply (ttl 128, id 1659, len 84) 

0x0000 4500 0054 067b 0000 8001 a4ce c0a8 070e E..T.{..........  

0x0010 c0a8 0701 0000 51d9 8acc 001b 3130 3f40 ......Q.....10?@  

0x0020 c7cb 0000 0809 0a0b 0c0d 0e0f 1011 1213 ................  

0x0030 1415 1617 1819 1a1b 1c1d 1e1f 2021 2223 .............!"#  

0x0040 2425 2627 2829 2a2b 2c2d 2e2f 3031 3233 $%&'()*+,-./0123 

0x0050 3435 

ɼʘʥʘ ʢʦʤʘʥʜʘ ʚʠʚʦʜʠʪʴ ʥʘ ʝʢʨʘʥ ʜʘʤʧ ʧʘʢʝʪʽʚ ʤʽʞ ʭʦʩʪʘʤʠ kid.stu ʽ ics-76-

3.stu ʥʘ ʽʥʪʝʨʬʝʡʩʽ ed1 ʭʦʩʪʘ kid.stu ʚ ʨʝʞʠʤʽ ʨʦʟʰʠʨʝʥʦʛʦ ʚʠʚʦʜʫ (-vvv) ʟ ʧʝʯʘʪ-

ʢʦʶ ʚʤʽʩʪʫ ʧʘʢʝʪʫ (-X). 

ʃʦʛʽʯʥʽ ʚʠʨʘʟʠ ʜʣʷ ʢʨʠʪʝʨʽʾʚ ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʪʦʛʦ, ʱʦ ʙ ʽʟ ʟʘʛʘʣʴʥʦʛʦ ʤʝʨʝʞʝ-

ʚʦʛʦ ʪʨʘʬʽʢʫ ʚʠʜʽʣʠʪʠ ʪʽʣʴʢʠ ʪʽ ʧʘʢʝʪʠ, ʱʦ ʥʘʩ ʮʽʢʘʚʣʷʪʴ. ʉʠʥʪʘʢʩʠʩ ʣʦʛʽʯʥʠʭ ʚʠ-

ʨʘʟʽʚ ʚʢʣʶʯʘʻ ʥʘʩʪʫʧʥʽ ʢʣʯʁʦʚʽ ʩʣʦʚʘ: 

host ï IP ʘʜʨʝʩʘ ʘʙʦ DNS ʽʤʷ ʭʦʩʪʫ 

net ï ʘʜʨʝʩʘ ʤʝʨʝʞʽ, ʥʘʧʨʠʢʣʘʜ  

net 192.168.7, net 192.168.7.0 mask 255.255.255.224 

port ï ʥʦʤʝʨ ʧʦʨʪʫ (ʤʘʻ ʩʝʥʩ ʜʣʷ ʧʨʦʪʦʢʦʣʽʚ TCP ʠ UDP) 

proto ï ʪʠʧ ʧʨʦʪʦʢʦʣʫ. ʄʦʞʣʠʚʽ ʪʠʧʠ: ether, fddi, tr, ip, ip6, arp, rarp, decnet, 

lat, sca, moprc, mopdl, iso, esis, isis, icmp, icmp6, tcp and udp. ʅʘʧʨʠʢʣʘʜ, tcpdump 

tcp port 80 

dir ï ʥʘʧʨʷʤʦʢ, ʤʦʞʣʠʚʽ ʟʥʘʯʝʥʥʷ ï src ʘʙʦ dst . ʅʘʧʨʠʢʣʘʜ, tcpdump src host 

kid.stu. 
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ʂʨʽʤ ʪʦʛʦ, ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʜʨʝʩʫ ʥʝʩʫʯʦʶ ʤʝʨʝʞʽ Ethernet: 

tcpdump ether dst 00:02:44:5b:ee:9b 

ʘʙʦ IP ʤʝʨʝʞʘ: 

tcpdump net src 192.168.7.0/27 

 

ɿʘʚʜʘʥʥʷ  2. ʇʨʦʛʨʘʤʘ Wiresharks 

ʘ. ʅʘʣʘʰʪʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʟʘʭʦʧʣʝʥʥʷ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ. 

ɺʩʪʘʥʦʚʽʪʴ ʧʘʨʘʤʝʪʨʠ ʫ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʜʦ ʤʘʣʶʥʢʫ 10: 

 

ʈʠʩʫʥʦʢ 10  

ʅʘʩʪʫʧʥʽ ʦʧʮʽʾ ʤʘʶʪʴ ʙʫʪʠ ʘʢʪʠʚʦʚʘʥʽ: 

 Capture packets in promiscuous mode. 

 Update list of packets in real time 

 Automatic scrolling in live capture 

 Enable MAC name resolution 
















































































